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Publisher’s Note

The Guide to Compliance is published by Global Investigations Review (GIR) — the
online home for everyone who specialises in investigating and resolving suspected
corporate wrongdoing. We tell our readers everything they need to know about all
that matters in their chosen professional niche.

Thanks to GIR’s position at the heart of the investigations community, we
sometimes become aware of gaps in the literature before others. 7he Guide to
Compliance is a good example. For, although there has been significant growth
in the availability of guidance on compliance worldwide — and in particular what
amounts to a successful compliance programme (nobody makes a mistake on
purpose but that does not mean we should not try harder to avoid making them)
— to date, there has been no systematic guide to how exactly compliance fits into
the enforcement equation. This book aims to solve that.

It combines a systematic four d’horizon of the rules in place around the world
with specific practical advice and a scan of the horizon in parts two and three. As
such, it should swiftly earn a position in the front row of our readers’ libraries.

'The guide is part of GIR’s steadily growing technical library. This began six
years ago with the first appearance of the revered GIR Practitioner’s Guide to
Global Investigations. The Practitioner’s Guide tracks the life cycle of any internal
investigation, from discovery of a potential problem to its resolution, telling the
reader what to do or think about at every stage. Since then, we have published
a series of volumes that go into more detail than is possible in 7he Practitioner’s
Guide about some of the specifics, including guides to sanctions and to monitor-
ships. I urge you to seek out all of them.

It you are a GIR subscriber, you will have received a copy already,
gratis, as part of your subscription. If you are not, you can read an e-version at

www.globalinvestigationsreview.com.
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Last, I would like to thank the editors of 7he Guide to Compliance for bringing
us this idea and for shaping our vision, and the authors and my colleagues for the
elan with which it has been brought to life.

We hope you find the book enjoyable and wuseful. And we
welcome all suggestions on how to make it better. Please write to us at

insight@globalinvestigationsreview.com.
ght@&g, g

David Samuels
Publisher, GIR
July 2022
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Introduction

Johanna Walsh, Alejandra Montenegro Almonte and Alison Pople QC'

We are delighted to publish the first edition of the GIR Guide to Compliance,
which brings together compliance guidance and criminal enforcement trends
relating to financial crimes and misconduct.

While laws prohibiting and punishing financial crimes and misconduct have
long existed, during the past 20 years or so, governments have steadily increased
efforts to enforce these laws and to prosecute those who violate them. In parallel
with (and often embedded) in those enforcement efforts, many governments
have issued compliance guidance and, in many instances, codified that guidance
in regulatory or legal obligations. Compliance now lies firmly at the heart of
prevention and enforcement of financial crimes and misconduct, and the devel-
opments in this area demonstrate a firm commitment from global legislators,
policymakers and law enforcement to continue in this approach.

For instance, in June 2022, the United Kingdom published the Law
Commission Options paper for reform to corporate criminal liability. Among the
options under consideration is a new corporate criminal offence in the United
Kingdom of ‘failure to prevent fraud by an associated person’. If accepted and
brought onto the statute books in the United Kingdom, the consequences for
corporate compliance programmes will be highly significant. In October 2021,
US Deputy Attorney General Lisa Monaco issued a memorandum announcing
‘initial revisions’ to the Department of Justice’s (DQ]J) corporate criminal
enforcement policies and announcing the creation of a Corporate Crime Advisory

Group with the DOJ. The Group will have a ‘broad mandate’ to update the DOJ’s

1 Johanna Walsh is a partner at Mishcon de Reya LLP, Alejandra Montenegro Almonte is
a member and vice chair of the international department at Miller & Chevalier Chartered
and Alison Pople QC is a barrister at Cloth Fair Chambers.
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Introduction

approach to ‘cooperation credit, corporate recidivism, and the factors bearing
on the determination of whether a corporate case should be resolved through a
deferred prosecution agreement (DPA), non-prosecution agreement (NPA), or
plea agreement’, among other topics.

In the Asia-Pacific (APAC) region, a number of jurisdictions are moving
into a compliance-based approach in relation to corporate bribery issues. In
June 2020, Malaysia introduced corporate liability on a failure-to-prevent basis
and the Malaysian Anti-Corruption Commission charged a company and its
director under this new corporate liability regime for the first time in March
2021. Elsewhere in the region, Australia is awaiting the enactment of a corporate
offence of failure to prevent bribery by an associate, while Singapore is also
reviewing its foreign bribery laws.

The prominence of environmental, social and governance (ESG) issues in
recent years exemplifies the global policy shift to a compliance-based approach
to corporate good conduct. ESG topics are deeply interwoven into financial
misconduct issues. Supply chain issues represent an obvious example, as they can
be highly complex and often extremely difficult to navigate for a corporate.

The rapid increase in the use and evolution of cryptocurrency in the past
decade has posed challenges for governments as they consider whether and how
to regulate the use of digital assets. Although the United States has opted, at
tederal level, to rely on existing regulatory and compliance regimes, other jurisdic-
tions, such as Singapore and Switzerland, have recently introduced specific laws
aimed at promoting themselves as ‘crypto-friendly’ environments.

For many global and multinational corporations, evaluating enforcement risk
and navigating the patchwork of compliance expectations can be a challenge.
Hence, the idea for this Guide to Compliance was born.

Overview of the Guide

'This Guide undertakes to capture enforcement and compliance trends across the

globe. Specifically, the Guide aims to:

* bring together an overview of the compliance regimes in respect of economic
crime and misconduct in difference jurisdictions in terms of both require-
ments and enforcement;

* provide practical assistance to practitioners tackling the challenges created by
multi-faceted and multi-jurisdictional global compliance issues; and

* provide insight and guidance on key emerging areas in respect of compliance
in economic misconduct.
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'The challenge of summarising an entire body of enforcement and compliance

trends is not a simple one. Each of the chapters included in this Guide seeks

to summarise the trends that best capture the current state of enforcement and

compliance in the relevant region or subject matter. We look forward to continuing

to build on and deepen these summaries in future editions.

Part I: Global Compliance Requirements and Enforcement

UK Compliance Requirements: The focus of this chapter is on those areas of
criminal risk and regulatory risk arising from compliance failures. In terms of
criminal risk, the authors consider bribery, tax evasion and money laundering
and set out the relevant legislative framework together with the guidance
issued by the authorities in respect of each. From a regulatory risk perspective,
the authors expand on the approaches to compliance failures taken by the
Financial Conduct Authority and the Gambling Commission.

UK Compliance Enforcement: This chapter builds on the first chapter and sets
out the main areas of enforcement activity in the United Kingdom, drawing
on lessons that can be derived from previous enforcement outcomes together
with statements of policy from the various UK enforcement agencies. As with
the UK Compliance Requirements chapter, the authors divide the chapter
between criminal enforcement and regulatory enforcement.

US Compliance Requirements: This chapter discusses the four main sources
of documents on compliance requirements issued by the DQOJ. The chapter
specifically sets forth the elements of an effective compliance programme and
DQJ expectations with regard to each.

US Compliance Enforcement: Building on the chapter on US Compliance
Requirements, the authors explain how US authorities incorporate compliance
factors into white-collar enforcement. They describe key considerations that
companies should bear in mind when evaluating potential enforcement
risks and when embarking on the reporting and settlement process with
US authorities.

Asia-Pacific Compliance Requirements: There are unique challenges in
covering the APAC region from a compliance perspective owing to the diversity
of government regimes, cultures and economies. The authors have risen to the
challenge and provide a valuable overview covering issues in a thematic way in

respect of key areas of risk such as bribery and money laundering.
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Asia-Pacific Compliance Enforcement: The authors cover enforcement prior-
ities, outcomes and trends by reference to key jurisdictions in the region —
Australia, China, Hong Kong, Japan and Singapore — while also providing a
commentary on emerging trends and key compliance issues for corporates in
the APAC region.

Latin America Compliance Requirements: During the past decade,
compliance has increased in importance in Latin America. In this chapter,
the authors provide an overview of the guiding compliance principles appli-
cable to the region and lay out best practices for designing, implementing and
maintaining an effective corporate anti-corruption compliance programme
that complies with such requirements and principles, helps companies avoid
and identify misconduct, and mitigates liability where a violation occurs.
Latin America Compliance Enforcement: Latin America as a region continues
to evolve in its enforcement efforts with each individual country being at a
different stage in that evolution. In this chapter, the authors focus on enforce-
ments trends in some of the more developed jurisdictions — Argentina, Brazil
and Mexico.

Part Il: Compliance Issues in Practice

Navigating Global Compliance Issues: The authors provide guidance for
in-house counsel and compliance teams in multinational businesses on how
to navigate global compliance issues, taking into account particular risk
vulnerabilities, including in different jurisdictions, sectors and emerging
risks, together with how to put in place an effective compliance framework
to mitigate these risks. The chapter includes a checklist for managing a crisis
should one arise.

Compliance Issues in Corporate Transactions: Identifying compliance risks
in corporate transactions is essential not just to avoid the risk of a purchaser
making a bad buy but also to avoid any risk of successor liability or future
civil claims for historic or ongoing compliance issues. The authors identify
the key compliance areas in due diligence and how to conduct an effective
assessment of compliance policies and procedures or issues in third-party
dealings. Finally, the authors consider how best to remediate any compliance
issues identified in the course of the due diligence process.

'The Role of Audit and Monitoring in Compliance: Periodic risk-based audits
and ongoing monitoring are emblematic of a maturing compliance programme.
In this chapter, the authors discuss regulators’ expectations with respect to the
role of audits and monitoring, the differences between the two exercises and

the critical role of data and enterprise resource planning systems. Recognising
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the inherent challenges in developing and implementing effective monitoring
and auditing programmes, the authors provide practical guidance on how to

action such programmes.

Part lll: Emerging Compliance Fields

*  Compliance Issues in Cryptocurrency: The advent of digital assets has
presented a number of unique regulatory and compliance challenges. In
this chapter, the authors provide overviews both of those challenges and the
current regulatory landscape, primarily in the United States but also in a
number of other jurisdictions where the regulatory landscape and compliance
regimes are evolving to address those challenges.

* Compliance Issues in Environmental, Social and Governance Matters: The
authors have focused on two fundamental areas of risk for corporates in the
ESG arena: supply chain issues and specific reporting requirements. They
also examine the emerging issue of voluntary reporting in respect of ESG
matters and consider issues of practical importance, such as investigation and
remediation.

* Understanding and Shaping Organisational Culture to Disrupt the Cycle of
Misconduct: The importance of a company’s culture on the effectiveness of its
compliance programme cannot be understated. This chapter considers how
corporates can use behavioural science to enhance their compliance culture,
introducing the concept of the ‘culture cycle’ and using examples to demon-
strate how deficient corporate culture can enable misconduct. The authors
look at ways to measure and assess corporate culture and the changes that can

be made to foster a stronger culture of ethics and compliance.

Our thanks
We are extremely grateful to our wonderful contributors. Their deep expertise
and thoughtful insight are demonstrated and shared in the chapters that follow.
It has been a great pleasure to work with them in bringing this project to fruition,
and we will look forward to continuing to work with them in future editions of
this GIR Guide. We also extend our thanks to Celia Marr, managing associate
at Mishcon de Reya LLP, for her assistance with preparing chapter outlines.
Mahnaz Arta, Hannah Higgins and Georgia Goldberg, at Law Business
Research, have honed to a fine art the skill of herding busy practitioners to make
these GIR Guide publications possible and we are extremely grateful that they
do so, and that they do it with such professionalism, patience and good humour.

© Law Business Research 2022



Part |

Global Compliance
Requirements
and Enforcement

© Law Business Research 2022



CHAPTER 7

Latin America Compliance Requirements

Daniel S Kahn'

'The last decade has brought into sharp focus the anti-corruption enforcement
risk for companies in Latin America, and with it the growing importance of
building an effective corporate compliance programme, both to avoid potential
misconduct and regulatory scrutiny in the first place and to receive mitigation
credit if misconduct nonetheless occurs and triggers a government investigation.
Designing, implementing and maintaining a risk-based compliance programme
that prevents and detects misconduct, and that will garner the most favourable
outcome from government regulators, has become paramount not only under
US law but more recently under newly enacted statutes in Latin America.

This chapter first provides an overview of the guiding principles relating
to anti-corruption liability and compliance, including the relevant statutes and
policies. It then sets out best practices for designing, implementing and main-
taining an effective corporate anti-corruption compliance programme that
complies with those requirements and principles, helps companies avoid and
identify misconduct, and mitigates liability where a violation occurs.

Compliance-related policies and statutes in Latin America

'The past decade has seen the emergence of new, more aggressive legal frame-
works to combat corruption in Latin America. From recent local laws that
establish corporate criminal liability for anti-corruption offences to the increased

1 Daniel S Kahn is a partner at Davis Polk & Wardwell LLP. The author would like to
thank associate Brooke Theodora, who was instrumental in the research and drafting
of this chapter.
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international focus on compliance as a proactive measure to detect and prevent
corruption, there are a number of Latin American and international authorities

that companies can look to as signposts for corporate compliance programmes.

Latin American authorities

A number of Latin American countries now have laws establishing corporate
criminal liability for bribery and corruption offences, many of which were enacted
within the past few years. For example, Argentina,? Chile,’ Mexico,* Venezuela’ and
Peru® each have some form of corporate criminal liability for corruption-related
offences. The penalties for corporate criminal liability in these countries range from
fines to commercial suspension or dissolution, loss or suspension of government
benefits, and publication of the conviction imposed on the legal entity.” Although
other Latin American countries do not have direct corporate criminal liability,

2 See Law No. 27,401 of 2 March 2018 (Argentina) (establishing corporate criminal liability for
certain corruption offences).

3 See Law No. 20,393, Article 1 (Chile) (establishing corporate criminal liability for crimes
including active bribery and active bribery of a foreign public official). Unlike some other
Latin American countries, Chile does not have a specific corporate anti-corruption law.

Law No. 20,393 (the Criminal Responsibility of Legal Entities Law), broadly proscribes
crimes including money laundering, terrorism financing and bribery.

4 See National Criminal Procedure Code, Article 421 (Mexico) (establishing corporate criminal
liability for certain white-collar crimes, including bribery, when the offences are committed
in an entity’s name, on its behalf, for its benefit or using means provided by it, or when the
entity did not have proper controls in place); see also Federal Official Gazette, 16 June 2016,
www.dof.gob.mx/nota_detalle.php?codigo=5441763&fecha=17/06/2016 (last accessed
7 June 2022).

5  Eugenio Hernandez-Breton, Anti-bribery Risk Assessment: A Systematic Overview of
151 Countries: Venezuela, at 455-63 (Thomas Gruetzner et al. eds, 2008) ('if the commission
of a crime is established by a court of law, legal entities may be subject to monetary fines,
confiscations of profits and/or barring of contract awards depending on the circumstances
of the case).

6 See Law No. 30,424 of 1 January 2018 (Peru) (establishing corporate criminal liability for
offences, including public bribery and money laundering, committed in the name or on
behalf of the entity for its direct or indirect benefit).

7  See, eg. Law No. 27,401 (Argentina); Federal Criminal Code, Article 222 bis (Mexico).
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many do have civil, regulatory or administrative anti-corruption regimes® that
allow for virtually identical sanctions,” or even hold a company jointly and
severally liable with employees who have committed corruption-related crimes.™

Importantly, a growing number of these statutes in Latin American provide
guidelines for corporate anti-corruption compliance programmes in one form
or another, from requiring companies to maintain such programmes to offering
companies leniency if they have implemented an effective compliance programme,
to including an affirmative defence to companies that have engaged in corruption.
Although exact guidance on what constitutes an effective compliance programme
differs from country to country, most laws relating to or requiring compliance

programmes share common substantive themes."

Brazil

Brazil’s Decree No. 8,420 provides that an effective compliance programme may
be a mitigating factor to reduce fines for anti-corruption violations. Under Decree
No. 8,420, compliance programmes must be tailored to the risks of the particular
corporation and updated to ensure continuous improvement and effectiveness.
The Decree outlines several components of an effective compliance programme,
including the commitment of senior management and board members, the
implementation of internal and third-party policies (such as a code of conduct
and third-party due diligence procedures), periodic training and risk assessment,
accurate and precise internal controls, and the establishment of remediation and

8  See Law No. 12,846 (2014) (Brazil) (Clean Company Act); Federal Decree No. 8,420 of
18 March 2015, Official Gazette (Brazil) (establishing strict civil and administrative liability
for companies when acts of corruption are committed in their interest or for their benefit
by directors, officers, employees or agents). In Brazil, corporations may only be criminally
liable for environmental crimes. See also Law 1778 (2018) (Colombia) (establishing
administrative liability for corporations engaged in transnational bribery). In Colombia, legal
entities cannot be independently liable for criminal charges. However, a legal entity can be
held jointly and severally liable for any damage caused by its employees.

9  Forinstance, under Brazil's Clean Company Act, violating corporations may be liable for
administrative and civil fines, debarment from contracting with government entities and
required public disclosure of violations. See Decree No. 8,420, op. cit. note 8, above.

10 See Law 599 of 24 July 2000, Article 96, Official Gazette (Colombia); see also Law 2195
of 18 January 2022, Official Gazette (Colombia).

11 See also Chapters 3, 4 and 8 of this Guide.
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disciplinary measures. Although Decree No. 8,420 does not make a compliance
programme mandatory, Brazil’s Federal Law No. 14,133 does require certain

companies participating in public tenders to have robust compliance programmes. '

Colombia

Colombia’s Transnational Corruption Act (Law 1778, Article 7) similarly estab-
lishes that an effective compliance programme may reduce administrative fines
for anti-corruption violations. On 1 January 2021, the Colombian Corporations
Commission (the Superintendencia)®® adopted Resolution 100-006261, which
expanded the sphere of companies that are required to implement compliance
programmes (i.e., business transparency and ethics programmes). Now, the vast
majority of companies that operate in Colombia and abroad, or engage in inter-
national transactions and are otherwise supervised by the Superintendencia, must
implement such a programme.'* To qualify for a fine reduction, a compliance
programme must contain a number of hallmarks, including that it is tailored to
the particular risks of the corporation, is endorsed by senior management and
imposes effective control mechanisms, such as third-party due diligence proce-
dures and periodic audits, among other things, to ensure effective detection of

violations and the undertaking of remedial actions.

Mexico

A compliance programme in Mexico, likewise, may be a mitigating factor to
liability for anti-corruption violations so long as the programme meets certain
minimum requirements under Mexicos General Law of Administrative
Responsibility. Under this Law, an effective compliance programme must have
a clear and complete organisational and procedures manual, a published code
of conduct, adequate and effective internal controls, adequate whistleblowing
systems and disciplinary processes, effective training programmes and human
resources policies, and adequate mechanisms to ensure transparency and avoid
conflicts of interest.

12 Federal Law No. 14,133 (2021) (Brazil) (making a compliance programme mandatory as
a condition for hiring major public contracts and a tie-breaker criterion for other contracts).

13 La Superintendencia de Sociedades.

14 Previously, only companies that conducted international business through intermediaries,
contractors and subsidiaries, as well as companies engaged in specific industries such as
pharmaceuticals, construction and energy, were required to have business transparency
and ethics programmes. See Superintendencia de Sociedades, Resolution No. 200-000558.
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Peru

Companies in Peru that have effective compliance programmes (i.e., prevention
models) at the time of an alleged corruption offence are completely immune from
corporate liability for the conduct.” To qualify for an exemption from liability,
compliance programmes must, at a minimum:

* appoint a person to be in charge of the prevention functions;

* take measures to identify, evaluate and mitigate risks to prevent crime;

* disseminate periodic compliance training;

* implement internal complaint proceedings (e.g., a whistleblower hotline); and
* undertake continuing evaluation and monitoring of the programme.

Notably, if a company implemented a compliance programme after the alleged
offence but before the start of trial — or if the company proves that it has partially
implemented a compliance programme with the minimum elements described

above — the company may still be entitled to a reduction in fines.'

Chile

Chile likewise exempts companies from criminal liability if they have adopted an
effective compliance programme before the commission of an alleged corruption
offence.”” To qualify as a ‘prevention model’, Chilean law sets out minimum

requirements for a compliance programme that generally mirror those of Peru.'®

Argentina

Under Argentina’s Corporate Criminal Liability Law (Law No. 27401), the
existence of an effective compliance programme — which is not required unless
contracting with the Argentine federal government — can reduce or even exempt

an entity from penalties for corruption violations. To qualify, the programme must
p p q prog

15 See Law No. 30424, Article 17 (21 April 2016) (Peru).

16 Teresa Tovar and Viviana Chavez Bravo, ‘The Anti-Bribery and Anti-Corruption Review: Peru’
(10 December 2021), https://thelawreviews.co.uk/title/the-anti-bribery-and-anti-corruption
-review/peru (last accessed 7 June 2022).

17 See Law No. 20,393 (Chile).

18 In particular, to qualify for an exemption from criminal liability, the compliance programme
must include (1) the appointment of a prevention supervisor with sufficient means,
powers and independence for performing its duties, (2) the establishment of a compliance
programme that helps prevent crime and identifies any areas of risk, (3) the establishment
of specific protocols, rules and procedures to prevent crimes, and to administer and audit
the financial resources of the company, and (4) protocols for reporting the wrongdoing and
steps for correction of failures in compliance.
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meet certain minimum requirements, including the implementation of a code of
conduct, specific policies or procedures to prevent criminal offences in dealings
with public administration, and periodic compliance training. In addition to these
mandatory requirements, Law No. 27401 sets forth recommended components of
compliance programmes, including periodic risk analyses, a clear anti-corruption
tone from senior management and supervisors, whistleblower reporting channels,
a whistleblower protection policy, internal investigation protocols, third-party
and merger and acquisistion due diligence policies, and the appointment of a

compliance officer.”

International authorities

In addition to Latin American authorities that are directly applicable to companies
in the region, there are also a number of regulatory and other bodies outside Latin
America that provide helpful guidance on corporate compliance programmes.
Some of these authorities may likewise be directly applicable to Latin American
companies, for example if companies are listed on a US stock exchange and,
therefore, are subject to US anti-corruption enforcement. Enforcement author-
ities in Latin America have increasingly collaborated with regulators around the
world to investigate and prosecute allegations of corruption, which may expose
Latin American corporations to cross-border liability. Additionally, foreign and
international regimes laying out guidelines for effective corporate compliance
programmes have increasingly influenced the passage of new compliance-related
laws in Latin America, or may simply serve as additional signposts for designing,
implementing and maintaining corporate compliance programmes.

United States

US anti-corruption law and policy is an integral framework for any corporate
compliance programme, given the broad jurisdiction of the US Foreign Corrupt
Practices Act (FCPA) and its robust influence on international anti-corruption
enforcement. In general, the anti-bribery provisions of the FCPA prohibit both
US companies and foreign companies that are either listed on a US exchange
or have employees or agents who act while in the territory of the United States,
from making corrupt payments to foreign officials to obtain or retain business.*
Although the FCPA’s anti-bribery provisions do not impose an affirmative duty

to implement a compliance programme, its accounting provisions require publicly

19 See Law No. 27401, Articles 9, 23 and 24.
20 15 U.S.C. § 78dd-1, et seq.
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traded companies to maintain a system of internal controls sufficient to provide
reasonable assurances that transactions are executed and assets are accounted for
in accordance with the law.?! Although a company’s internal accounting controls
are not synonymous with its compliance programme, an effective compliance
programme contains a number of components that may overlap with integral
components of an issuer’s internal accounting controls under the FCPA.?

Moreover, under US law, corporate compliance is an integral part of
anti-corruption (as well as other corporate) enforcement. In fact, it affects every
component of a corporate criminal resolution: it is one of the factors that prose-
cutors consider in determining whether a corporate enforcement action is appro-
priate, and if so what form it should take; it affects the fine that would be called for
under the US Sentencing Guidelines,* as well as any reduction from that amount
that prosecutors may conclude, at their discretion, is appropriate; and it is the
driving factor in determining whether the company must retain an independent
compliance monitor or whether the company can self-monitor during the term
of the resolution agreement. For instance, according to the US Department of
Justice’s (DOJ) FCPA Corporate Enforcement Policy (CEP), ‘where a company
voluntarily self-discloses misconduct, fully cooperates, and timely and appropri-
ately remediates, there will be a presumption that DOJ will decline prosecution
of the company absent aggravating circumstances’.?* This presumption of a decli-
nation will only be available to companies that implement ‘an effective compliance
and ethics programme’as defined under the CEP.

Likewise, the DQJ’s Principles of Federal Prosecution of Business
Organizations instruct prosecutors to consider a compliance programme’s design,
implementation and effectiveness in determining whether to bring charges against
a company as well as in negotiating plea or other agreements.”® The adequacy of

a corporation’s compliance programme may influence the DOJ’s decision as to

21 15U.S.C. § 78m(b)(2)(B).

22 Criminal Division of US Department of Justice (US DOJ) and Enforcement Division
of US Securities and Exchange Commission, ‘A Resource Guide to the U.S. Foreign
Corrupt Practices Act’ (2d ed. July 2020), at 40, https://www.justice.gov/criminal-fraud/
file/1292051/download (last accessed 7 June 2022) (FCPA Resource Guide).

23 US Sentencing Commission, Guidelines Manual, Chapter 8 (November 2018) (US Sentencing
Guidelines), https://www.ussc.gov/guidelines/2018-guidelines-manual (last accessed
7 June 2022).

24 FCPA Resource Guide at 51 (citing 9-47.120 - FCPA Corporate Enforcement Policy,
https://www.justice.gov/criminal-fraud/file/838416/download (last accessed 7 June 2022)).

25 See Justice Manual (JM), § 9-28.300.A; JM § 9-28.700.B (explaining benefits of cooperation
for both government and corporation); see also FCPA Resource Guide at 57.
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whether charges should be resolved through a guilty plea, a deferred prosecution

agreement (DPA) or a non-prosecution agreement, as well as the appropriate

length of any such agreement or the term of corporate probation.?® Further, the

DOJ will generally not require the appointment of a monitor if a company volun-

tarily self-discloses, fully cooperates, timely and appropriately remediates, and

has, at the time of resolution, implemented and tested an effective compliance
programme.?’

The US Sentencing Guidelines similarly take into account whether a
company has an effective compliance and ethics programme, which may lead to a
three-point reduction in an organization’s culpability score under Section 8C2.5
and affect the fine calculation under the Guidelines.” The Guidelines lay out the
minimum criteria for an effective corporate compliance programme, under which
an organisation must:

* establish standards and procedures to prevent and detect crime;

* provide oversight by high-level management, typically the board of directors;

* exercise due care in delegating substantial discretionary authority;

* establish effective communication and training for all employees;

*  monitor, audit and report suspected wrongdoing, and periodically evaluate the
effectiveness of the ethics and compliance programme;

* promote and consistently enforce the corporate compliance programme by
incentivising use of the established mechanisms, and disciplining employees
who commit crimes or fail to take reasonable steps to prevent or detect
criminal conduct; and

* take reasonable steps to respond to criminal conduct once it has been detected

and to prevent further criminal conduct.

Perhaps most notably, the DOJ’s Criminal Division (which oversees all criminal
enforcement of the FCPA) has published the Evaluation of Corporate Compliance
Programmes (ECCP), which provides companies with detailed guidance
concerning the design, implementation and maintenance of an eftective corporate
compliance programme. The ECCP comprises 18 pages of questions organised by
topic, which prosecutors use with respect to compliance programmes in making
charging decisions, deciding whether a resolution is appropriate, formulating
monetary penalties, if any, and determining whether compliance obligations are

26 FCPA Resource Guide at 57.
27 ibid. at 52.
28 US Sentencing Guidelines, op. cit. note 22, above.
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necessary for any corporate criminal resolution (e.g., monitorship or reporting
obligations).”” Although not prescriptive, the ECCP provides valuable insight
into how the DOJ will measure and judge a company’s compliance programme.
This guidance is often used by other domestic and foreign enforcement author-

ities in their evaluation of corporate compliance programmes.

Europe

Latin American regulators also sometimes collaborate with European author-
ities to enforce anti-corruption laws. For instance, the Rolls-Royce plc resolution
involved coordination between Brazilian, US and UK authorities.®® As with the
United States, European laws and policy can serve as a helpful benchmark for
Latin American companies.

Under the UK’s Bribery Act, an effective compliance programme is a defence
to the offence of failing to prevent bribery and is also a significant consideration
in the Serious Fraud Office’s determination of whether to enter into a DPA.*! To
qualify for a compliance defence, corporate compliance programmes must adhere
to six principles:

* implementing procedures proportionate to the bribery risks that an organi-
sation faces;

* ensuring top-level management is committed to preventing bribery;

* undertaking a risk assessment of the extent of the company’s exposure to
bribery risks;

* implementing proportionate due diligence procedures;

* communicating compliance training, policies and procedures; and

* monitoring, reviewing and improving compliance procedures.

29 US DOJ, Criminal Division, ‘Evaluation of Corporate Compliance Programs' (June 2020)
(ECCP), https://www.justice.gov/criminal-fraud/page/file/937501/download (last accessed
7 June 2022); see also FCPA Resource Guide at 67.

30 See US DOJ press release no. 17-074, https://www.justice.gov/opa/pr/rolls-royce-plc
-agrees-pay-170-million-criminal-penalty-resolve-foreign-corrupt-practices-act (last
accessed 7 June 2022).

31 UK Bribery Act 2010, http://www.legislation.gov.uk/ukpga/2010/23/contents (last
accessed 7 June 2022); see also Timothy Bowden, Roger A Burlingame, Matthew L Mazur
and Tom Stroud, ‘The Anti-Bribery and Anti-Corruption Review: United Kingdom - England
& Wales', https://thelawreviews.co.uk/title/the-anti-bribery-and-anti-corruption-review/
united-kingdom-england--wales (last accessed 7 June 2022).
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Similarly, France’s Sapin II anti-corruption law contains provisions requiring
the implementation of corporate compliance programmes under certain circum-
stances. On 22 December 2017, the French Anti-Corruption Agency published
recommended guidelines for compliance programmes, which are similar to those

issued by the United States and the United Kingdom.*

International conventions and multilateral development banks

Latin American countries have also been heavily influenced by international
compliance guidelines, including those issued by the Organisation for Economic
Development (OECD). As of May 2022, the OECD’s Anti-Bribery Convention
— which establishes legally binding standards to criminalise bribery of foreign
public officials in international business transactions — has seven Latin American
countries as signatories: Argentina, Brazil, Chile, Colombia, Costa Rica, Mexico
and Peru.*® In November 2021, the OECD updated its Good Practice Guidance
on Internal Controls, Ethics and Compliance and called on its member coun-
tries to incentivise the development of compliance programmes.** The OECD’s
enhanced compliance guidelines share many similarities with US requirements
for an effective anti-corruption compliance programme.

Similarly, multilateral development banks, such as the World Bank, have
the ability to debar companies and individuals for corrupt practices. The World
Bank’s Sanctioning Guidelines provide for mitigation credit of up to 50 per cent
(and more in ‘exceptional circumstances’) for companies that have taken voluntary
corrective action and can demonstrate that they have implemented an effective
corporate compliance programme. The World Bank’s Integrity Compliance

Guidelines describe a number of guidelines from compliance programmes,

32 Guillaume de Rancourt and Camille Martini, The Anti-Bribery and Anti-Corruption Review:
France', https://thelawreviews.co.uk/title/the-anti-bribery-and-anti-corruption-review/
france (last accessed 7 June 2022).

33 Organisation for Economic Co-operation and Development (OECD), Convention on
Combating Bribery of Foreign Public Officials in International Business Transactions,
https://www.oecd.org/daf/anti-bribery/oecdantibriberyconvention.htm (last accessed
7 June 2022).

34 OECD, 'Recommendation of the Council for Further Combating Bribery of Foreign
Public Officials in International Business Transactions’ (amended 26 November 2021),
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0378 (last accessed
7 June 2022).
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including a comprehensive and periodic assessment of risk, robust policies and
procedures to detect and remediate misconduct, effective internal controls and

efficient reporting standards.®

Designing, implementing and maintaining an effective

compliance programme

As the authorities above demonstrate, although there is no ‘one-size-fits-all’
approach to implementing an effective compliance programme, regulators have
articulated hallmarks that are common to effective compliance programmes. At
its core, a compliance programme should be grounded both in preventing and
mitigating the company’s unique risks and in documenting the process through
which those risks are identified, monitored and addressed.

Creating a ‘well-designed’ compliance programme
A common theme for the authorities cited above is that companies should take a
risk-based approach to compliance. It is recognised that companies have a limited
set of resources and, therefore, cannot devote endless time, money and compliance
professionals to addressing and preventing every compliance risk that might exist,
and that, therefore, companies should allocate resources to those risks that pose
the greatest threats. As a result, the starting point for designing any compliance
programme is an analysis of a company’s unique risk profile. Regulators will look
to whether compliance programmes are ‘designed to detect the particular types of
misconduct most likely to occur in a particular corporation’s line of business’and
‘complex regulatory environment’ in order to determine whether the programme
is crafted for ‘maximum effectiveness in preventing and detecting wrongdoing’.’®
In undertaking their risk analysis, companies should fundamentally endeavour
to (1) understand their geographical and operational footprint and how that
footprint interfaces with relevant regulatory regimes, and (2) identify areas of
their business that pose a higher likelihood of possibly violating applicable laws.
Although such an analysis can take many forms, companies may start by using a
questionnaire or survey, or by interviewing employees, to identify and assess from
the company’s own employees’ perspectives the risks presented by their location

of operations, industry, market competitiveness, regulatory landscape, potential

35 World Bank Group, Integrity Compliance Guidelines (2017),
https://wallensteinlawgroup.com/wp-content/uploads/2017/12/
WBG-Integrity-Compliance-Guidelines-full.pdf (last accessed 7 June 2022).

36 ECCP at 3 (quoting JM 9-28.800 (quotation marks omitted)).
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clients and business partners, transactions with foreign governments, payments
to foreign officials, use of third parties, gifts, travel and entertainment expenses,
and charitable and political donations.”” In addition, companies can look to
enforcement actions involving their competitors as well as enforcement actions
against others involving the same region or regions in which the companies
operate. These enforcement actions can provide valuable insights into the types of
risks that the company may be facing.

Once a company has defined and assessed its risk profile, that assessment
should become the ‘North Star’ of its compliance programme, and the design and
implementation should flow from it. Most often, the next step involves setting
up a code of conduct, policies and procedures that are aimed at (1) addressing
and reducing identified risks, and (2) incorporating a culture of compliance in
the company’s day-to-day operations. The policies and procedures should address,
among other things, gifts, hospitality, entertainment and expenses, customer
travel, political contributions, charitable donations and sponsorships, and solici-
tation and extortion. The policies and procedures should contain all necessary
information, but should be accessible to the relevant employees. Functionality is
much more important than form, both from the perspective of preventing and
detecting misconduct as well as impressing regulators. If employees do not under-
stand the rules, they will not be able to follow them. Moreover, if policies are
not practical, employees will seek to ignore or circumvent them. The best way
to ensure that policies are comprehensible and practical is to consult with the
business in developing the company’s policies and procedures. Regulators will
likewise react more favourably to policies that are practical and where the business
has had an active role in their development.

Once eftective policies and procedures are developed, it is important to then
train the relevant employees on those policies and procedures, and risks more
generally. The company’s training and communications programmes should be
tailored to ensure effective integration of the company’s compliance policies
throughout the organisation. Compliance training need not, and often should
not, be developed and conducted for every employee of the company. Rather,
training should be tailored to the relevant group of employees who are exposed to
the particular risk addressed by the training. Likewise, the company should give
thought to how best to conduct the training — whether in person, pre-recorded,
or virtual but live. Often, in-person training allows for more feedback and

constructive dialogue about issues that are arising but may not be feasible because

37 id.
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of the number and locations of employees and company resources. Training should
also evolve over time to incorporate lessons learned from issues that have occurred
within the company as well as from enforcement actions involving competitors or
companies operating in the same geographical region.

Companies should also incorporate an efficient and trusted mechanism by
which employees can anonymously and confidentially report alleged misconduct
and breaches of the company’s code of conduct and policies. The ECCP specifies
that an effective compliance regime includes, in particular, the use of mechanisms
for confidential internal reporting of suspected misconduct as well as processes
for conducting prompt internal investigations of allegations and incorporating
lessons learned from those investigations.*®

Another key component of a compliance programme is a system that ensures
appropriate risk-based due diligence and controls around the hiring, retention
and use of third parties. Third parties continue to be the most significant risk for
companies because, unlike with its own employees, a company does not have nearly
as much transparency into the activities of third parties and what the third parties
do with the money they receive. Thus, regulators will look for companies to design
a programme that (1) examines the business rationale for needing the third party
in the transaction, (2) analyses the risks posed by third-party partners — including
the third-party partners’ relationships with foreign officials, (3) endeavours to
understand whether the third party is actually doing the work it has been engaged
to perform, and (4) analyses whether the third party’s compensation is commen-
surate with work being provided relative to the industry and geographical region.
Regulators have increasingly referred to the use of data analytics to identify third
parties that are engaged in aberrant, and potentially problematic, behaviour. For
example, data analytics can be used to identify whether there has been a spike
in the frequency of payments or the amount of money that a third party is paid
relative to other third parties engaging in similar activity. Companies without
sufficient resources to engage in data analytics across its third parties will not
be held to the same standard as those companies that have such resources, but
regulators will still want evidence that the company is taking seriously the risk
that third parties pose, including by setting up appropriate controls around the
payment of invoices (such as approval by someone outside the business unit who

is responsible for hiring and using the third party).

38 ibid. at 6-7.
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Similarly, companies should ensure comprehensive due diligence of any acqui-
sition targets as well as a process for timely integration of the acquired entity into
the company’s existing compliance programme, structure and internal controls.
As with the rest of the compliance programme, such diligence and integration
should be tailored to the specific risks posed by the acquisition. The integration
of the company’s compliance programme onto the acquisition company should
not be conducted without first understanding the unique risks facing that newly
acquired entity. It may be that not all the policies and procedures are applicable
or right-sized for the newly acquired entity. Thus, both for the purposes of imple-
menting the most effective programme and to demonstrate to regulators that
the company is being thoughtful about its approach to compliance, the company
should assess the risk and integrate its compliance programme and controls, and

conduct training as appropriate.

Ensuring the compliance programme is adequately resourced
and empowered to function effectively
Although a well-designed compliance programme is necessary to prevent and
detect misconduct and to receive mitigation credit from regulators, companies
must also ensure that their compliance programmes are adequately resourced and
empowered to function effectively. In fact, regulators look closely at whether a
company’s compliance programme is a ‘paper programme or one implemented,
reviewed, and revised, as appropriate, in an effective manner’.¥

A well-resourced and effective compliance programme includes a strong
commitment by senior and middle management to implement a culture of
compliance from the top down. The DOJ, for example, has shifted from empha-
sising the tone at the top and now instead focuses on conduct at the top and
shared commitment by senior and middle management. Regulators will look to
whether senior and middle management clearly articulate the company’s ethical
standards, demonstrate rigorous adherence by example, and encourage employees
to abide by those standards. Likewise, DOJ guidance addresses the need for a
company’s board of directors to be equipped with appropriate expertise and over-
sight, including over any areas in which misconduct has occurred. Examples that
demonstrate such a commitment to regulators could include a certain amount of
time at board meetings devoted to proactive compliance discussions (e.g., devel-

opments in the programme, lessons learned from enforcement actions against

39 ibid. at 9 (quoting JM 9-28.800 (quotation marks omitted)).
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competitors or companies operating in similar regions), or instances where the
board identified or addressed compliance risks associated with a particular trans-
action or deal.

Along the same lines, regulators evaluate whether companies ensure that
their compliance programmes are structured with sufficient resources, personnel
and funding to enable accurate and independent auditing, documentation and
analysis. This includes tailoring attention and resources on a risk-weighted basis,
which can be critical not only to monitoring for misconduct but also to defending
such a programme to various regulatory authorities when misconduct does
occur. In the United States, prosecutors may ‘credit the quality and effectiveness
of a risk-based compliance program’ that devotes resources and attention in a
risk-appropriate manner, ‘even if it fails to prevent an infraction’.* The analysis
also includes ensuring that those responsible for compliance have sufficient
autonomy from management, such as direct access to the board of directors or
the board’s audit committee. In fact, when the DQOJ resolves a financial fraud
or FCPA case, it routinely includes an attachment to the resolution that details
requirements to be met in connection with the resolution of the case (often
referred to as Attachment C). This Attachment C clarifies that responsibility for
the implementation and oversight of a company’s compliance code, policies and
procedures — including those inherent in conducting a risk assessment — should
be assigned to one or more senior executives with authority to report directly to
independent monitoring bodies, such as the audit committee or the board.

Moreover, regulators assess whether companies implement clear disciplinary
procedures for non-compliance, as well as incentives for compliance, and enforce
them consistently across the organisation.” Among other things, regulators
will look into whether a company’s ‘communications convey to its employees
that unethical conduct will not be tolerated and will bring swift consequences,
regardless of the position or title of the employee who engages in the conduct’.*
For example, regulators ask whether companies publicise disciplinary actions
internally. Similarly, regulators assess whether companies provide positive incen-
tives for improving and developing compliance and demonstrating ethical lead-
ership, such as making compliance a significant metric in bonuses or a means for

career advancement.

40 ibid. at 3.
41 ibid. at 13-14
42 ibid. at 13.
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Measuring, monitoring and improving the compliance programme
Finally, companies should ensure that their compliance programmes actually
work in practice. As most regulators acknowledge, ‘no compliance programme
can ever prevent all criminal activity by a corporation’s employees’.* Accordingly,
regulators will focus on ‘the adequacy and effectiveness of the corporation’s
compliance program’ during the relevant period and at the time of the resolution,
both in making charging decisions as well as in determining penalties.** It is thus
important for a company to be able to show that its compliance programme was
working effectively at the time of an alleged offence, but also that it has continued
to evolve to address new risks and incorporate lessons learned from instances
of misconduct.

Ensuring compliance programmes actually work in practice thus involves
investing in continuous improvement, testing and review. Regulators will look at
whether a company periodically engages in monitoring, measuring and testing its
compliance programme. This can take the form of a review by internal audit, or
by an outside vendor or law firm, and often includes a renewed risk assessment,
review of existing policies and procedures, interviews with compliance personnel
and employees in various business units, surveys of employees, controls testing,
and evaluation and analysis of instances of misconduct or hotline reports that
have occurred since the last review.

In addition to formal, set periodic reviews of a compliance programme,
companies can also engage in informal continuous evaluation and measurement
of it. For example, when a company conducts training for its employees, steps can
be taken to evaluate the effectiveness of a particular training session. Likewise, the
company can examine how its hotline is operating, and whether the third-party
due diligence process is identifying risky or problematic third parties.

In addition to testing and measuring, it is important to adequately address
potential misconduct when it does occur. Regulators will evaluate whether
companies have in place a process for adequately investigating, addressing and
remediating misconduct, but also for understanding the underlying root cause of
the misconduct and adapting the compliance programme to prevent recurrence.
Regulators will want to see that a company properly scopes its investigations and
that those investigations are ‘independent, objective, appropriately conducted,

43 ibid. at 14 (quoting JM 9-28.800 (quotation marks omitted)).
44 id. (citing JM 9-28.300).
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and properly documented’.* In conducting a ‘root cause analysis’, regulators will
expect a company to analyse whether systemic issues or control weaknesses were
involved, and what was done to address these issues.

Finally, but importantly, to enable a company to measure the effectiveness of
its compliance programme, and also to demonstrate that effectiveness to regu-
lators, it is imperative that compliance events are documented. Regulators expect
not simply to hear about the effectiveness of a compliance programme but also
to see evidence of it. Examples of third parties that are rejected as a result of
the company’s due diligence process, transactions or deals that are modified or
rejected because of compliance risks, discipline that is imposed and remediation
that is implemented as a result of misconduct, and responses to hotline reports
are just a few categories of information that regulators often seek when evaluating
the effectiveness of a company’s compliance programme. If the company is not
tracking this and other information, regulators may be sceptical that it is in fact
happening, and will question how the company can measure the effectiveness of
its compliance programme without such information.

Conclusion
With an intensified focus on corporate wrongdoing and enforcement across Latin
America, an effective compliance programme has become a critical component
of a company’s operations. Although there is not a one-size-fits-all approach
to compliance by either regulators or companies, there are important steps that
companies can take to put themselves in the best position to avoid, or at least
limit, misconduct and, when a company comes under regulatory scrutiny, to secure
mitigation credit for the effectiveness of its compliance programme:

* understand the risks that face the company as a result of its geographical and
operational footprint and the regulators’ expectations around compliance;

* use that risk assessment to design and implement a compliance programme
with policies and procedures that are appropriately tailored to address the
issues identified in the guidance documents cited herein;

* take a risk-based approach to resourcing the compliance programme, and
ensure that there are individuals with appropriate experience and expertise

within the compliance function and on the board,

45 ibid. at 7.
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incorporate compliance into the culture of the company, including through
the examples provided in this chapter;

respond to allegations of misconduct through properly scoped investigations
and undertake a root cause analysis to understand and remediate the cause of
the issues; and

document compliance processes and rationales. This documentation is
necessary to evaluate a company’s compliance programme, and if misconduct
occurs, will be critical in defending the company or securing mitigation credit

(or both).
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The Guide to Compliance is the first volume to tackle the compliance
side of the enforcement equation in a systematic way. It combines a tour
d'horizon of the rules in place around the world with specific practical
advice for corporations and their counsel, and scan of the horizon in
parts two and three. It is part of the GIR technical library that has grown
out of the Practitioner’s Guide to Global Investigations and now includes
guides to, among other things, monitorships and sanctions.






