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SEC Data Transfer Safe Harbor Raises Questions For UK Cos. 

By Robert Cohen, Mikaela Dealissia and Will Schildknecht                                                   
(March 16, 2021, 8:35 PM GMT) 

The U.S. Securities and Exchange Commission recently announced that U.K. 
authorities will permit U.K.-based companies to transfer personal data of U.K. data 
subjects to the SEC to facilitate its investigations even in the absence of a subpoena 
or other legal obligation. 
 
This development is significant because some practitioners have feared that the 
U.K.'s General Data Protection Regulation and the EU's General Data Protection 
Regulation would prevent such transfers. 
 
The announcement, citing a letter to the SEC from the U.K. Information 
Commissioner's Office, provides some clarity but leaves many practical questions 
unresolved. Among these are: 

• How can companies meet the requirements of the letter? 

• Does the letter also cover EU data subjects, or only U.K. data subjects? 

• What does the letter portend for future U.K.-EU and U.K.-U.S. data transfer 
arrangements? 

The ICO's Letter 
 
The ICO's letter, issued on Sept. 11, 2020, and published on Jan. 29, 2021,[1] 
authorizes data transfers to the SEC to facilitate the SEC's investigations. The ICO 
deemed these transfers "necessary for important reasons of public interest," a more 
expansive application of this provision than EU data protection authorities had 
proposed previously. 
 
Post-Brexit, the U.K. has retained the EU GDPR's "key principles, rights, and 
obligations."[2] This includes the requirement that cross-border personal data 
transfers occur only where the transfer goes to a jurisdiction that the U.K. or EU, respectively, has 
deemed to protect the data adequately, the recipient has implemented appropriate safeguards for the 
protection of the data, or the transfer is made pursuant to special conditions recognized under Article 
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49 of the EU GDPR and U.K. GDPR.[3] 
 
Neither the U.K. nor the EU has deemed the U.S. adequate under their respective laws and companies 
likely have little leverage to obtain standard contractual clauses or other safeguards for data transfers to 
the SEC.[4] Thus, prior to the letter, a company would be on the safest footing when transferring data to 
a U.S. regulator if it obtained a subpoena or other compulsory legal process.[5] 
 
This approach would have an obvious downside because a company likely would not want to encourage 
the SEC to use a formal investigative process such as a subpoena. The SEC also might perceive a request 
for a subpoena as less than fulsome cooperation. 
 
The ICO's letter cuts through these complications by permitting transfers of personal data to the SEC for 
investigations because they are necessary for important reasons of public interest.[6] The ICO identified 
three overlapping policy grounds that support its public interest finding. 
 
First, the ICO noted that the U.K. is a signatory to the Financial Stability Board, which has adopted 
the International Organization of Securities Commissions' Objectives and Principles of Securities 
Regulations. 
 
The ICO determined that these objectives and principles were "consistent with the SEC's and the 
[U.K. Financial Conduct Authority's] rules and regulations, including those on examinations." 
 
Second, the ICO observed that Principle 11 of the FCA's handbook obliges U.K. companies to "deal with 
its regulators in an open and cooperative way." As the FCA has explained, that principle "includes 
overseas regulators." 
 
Third, the ICO recognized that U.K. companies' compliance with SEC regulations "(i) helps to prevent UK 
financial crimes from being committed and (ii) helps to prevent the commission in the US of conduct 
that would amount to a UK financial crime." 
 
The ICO also found that such transfers were strictly necessary and "proportionate," balancing 
"competing human rights" because the SEC had submitted that its examinations are targeted and 
nonpublic, with their results "maintained in a secure manner ... under strict U.S. laws of confidentiality." 
 
Practical Questions Remain for Companies Planning U.K. Data Transfers to the SEC 
 
The letter is good news for U.K. companies that may have faced a difficult decision to risk a U.K. GDPR 
violation or be nonresponsive to the SEC. Some companies may even have had their attempt to register 
with the SEC at risk in light of reports that the SEC was denying registration to U.K.- and EU-based firms 
over concerns that EU GDPR protections would prevent data collection.[7] 
 
Though the letter clarifies one important legal question for U.K.-based companies, it raises a host of 
other practical questions that companies will need to consider when responding to SEC investigatory 
requests. It also opens the door to broader U.S.-U.K. investigatory personal data sharing. 
 
How does a company invoke the letter? 
 
The ICO's letter cautioned that, while it is of the general opinion that SEC requests may be permissible, 
U.K. companies must still determine that each SEC request is proportionate, strictly necessary, and 



 

 

"within the scope of [the SEC's] regulatory powers." 
 
Companies also must record this determination and the basis for provision of the data to the SEC. The 
letter does not say, however, what it means for a private company to deem an SEC request 
proportionate or strictly necessary in practice, or what a company should do if it concludes that an SEC 
request is disproportionate or not strictly necessary. The SEC presumably would not welcome assertions 
that its requests are not proportionate or strictly necessary. 
 
One conclusion is clear: Companies should thoroughly document their analysis given the substantial 
fines possible under Article 83(5) for violations of the U.K. GDPR — the higher of a fine up to £17.5 
million ($24.3 million) or up to 4% of the total worldwide annual turnover of the preceding financial 
year. 
 
Documentation is essential to using the safe harbor in the ICO letter, which states that the ICO "would 
not find there to be a breach of the transfer rules if the firm provided evidence that it had carefully 
considered and appropriately applied the 'public interest' derogation." 
 
And while documentation will be important for compliance with the U.K. GDPR, the letter does not 
address the potential that the required analysis is legal in nature, and that producing it to the 
government could create a risk of waiver. 
 
What impact does this have on EU data subjects? 
 
The ICO's letter does not explain how U.K. companies should treat the data of EU data subjects when 
responding to SEC requests. As discussed above, EU data protection authorities have not yet deemed 
transfers to the SEC necessary for important reasons of public interest. 
 
EU data subjects, or EU data protection authorities, may complain that a U.K.-based company's transfer 
of the personal data of an EU data subject to the SEC violates the EU GDPR. 
 
Defenses to such a complaint will be fact-specific, though U.K.-based companies can better assess their 
risk by scrutinizing and documenting whether any of the personal data to be provided to the SEC 
pursuant to ICO's letter concerns EU data subjects. 
 
What does this mean for U.K.-EU and U.K.-U.S. data transfer cooperation? 
 
The ICO's letter may have unintended consequences for future EU-U.K. data transfers. The U.K. is 
pursuing an adequacy decision from the EU that would facilitate data transfers across their borders.[8] 
Such a decision will be necessary after July 1, 2021, when the specified period in the EU-U.K. Trade and 
Cooperation Agreement expires.[9] 
 
Though the EU recently issued a preliminary decision that the U.K. provides adequate protections,[10] 
the ICO's letter may spark concerns that the U.K. may permit the transfer of personal data of EU data 
subjects to the U.S. under the letter's exception when the EU may not otherwise allow such data to flow 
to the U.S. directly.[11] 
 
Potentially fueling this concern, the ICO's letter to the SEC might be a first step toward increased U.K. 
data transfers to other U.S. regulators. The ICO's reasoning in permitting transfers to the SEC might 
easily apply to other regulators. 



 

 

 
The ICO's three principal reasons for finding a public interest basis — U.S. regulatory consistency with 
the FSB's objectives and principles, compliance with the FCA's requirement that U.K. companies 
cooperate with overseas regulators, and prevention of financial crimes both in the U.K. and U.S. — could 
equally apply to white collar investigations by other U.S. regulators, such as the U.S. Department of 
Justice or state attorneys general. 
 
Whether the ICO extends its reasoning to other regulators is a key potential development to monitor. It 
remains to be seen how the ICO's permission of data transfers to the SEC on these grounds, or any 
similar, future decisions concerning other U.S. enforcement agencies, will impact the EU's final decision. 
 
Conclusion 
 
The ICO's letter both simplifies and complicates data transfer issues for U.K.-based companies 
responding to SEC investigative requests. 
 
The letter makes clear that data transfers can be permissible without reliance on a subpoena or other 
legal process but it does not answer obvious practical questions, such as how to handle the data of EU 
data subjects. 
 
The letter also marks an important practical difference between the U.K. GDPR and its EU equivalent, 
which may affect future EU-U.K. data transfer arrangements. 
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