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REGULATORY FRAMEWORK

Regulatory authorities

1	 What national authorities regulate the provision of financial 
products and services?

The structure of the regulatory regime for financial products and 
services in the United States is arguably the most complex of any juris-
diction, due to a variety of factors including historical precedent, the 
federalist nature of the US, and national politics. Recent changes since 
the financial crisis of 2008 were aimed at addressing regulatory gaps 
and systemic risk issues, although the financial regulatory structure 
has remained largely intact:
•	 Banking supervisors, market regulators and a consumer financial 

products agency have the authority to regulate the provision of 
financial products and services.

•	 Banks in the US may choose to be chartered at the state or federal 
level, and the applicable banking supervisor or supervisors depends 
on the charter type. The federal banking supervisors include the 
Board of Governors of the Federal Reserve System (the Federal 
Reserve), the Office of the Comptroller of the Currency (OCC) and 
the Federal Deposit Insurance Corporation (FDIC) (collectively, the 
Banking Regulators). The National Credit Union Association, which 
regulates credit unions, is outside the scope of this chapter.

•	 Financial products and services, financial markets and certain 
participants in those markets are regulated by the financial 
markets regulators. At the national level, these regulators 
include the Securities and Exchange Commission (SEC) and the 
Commodity Futures Trading Commission (CFTC) (collectively, the 
Markets Regulators). In addition to these federal regulators, state 
authorities may also have jurisdiction to oversee certain products 
and services, although these supervisors are generally outside the 
scope of this chapter.

•	 The Consumer Financial Protection Bureau (CFPB) was formed in 
2010 to focus on consumer protection with regard to financial prod-
ucts and services.

The complex array of supervisory agencies necessitates coordination 
between regulators.

2	 What activities does each national financial services authority 
regulate?

The Banking Regulators are tasked with monitoring the safety and 
soundness of depository institutions, and supervising all activities of 
depository institutions within their jurisdictions. The OCC regulates 
national banks and federal thrifts, and the Federal Reserve and FDIC 
serve as the primary federal regulator for state-chartered banks and 
thrifts – the former regulating state-chartered banks that choose to 

be Federal Reserve members, and the latter regulating non-member 
banks and state-chartered thrifts. The FDIC also has a role in regulating 
all federal and state banks and thrifts, as the insurer of their deposits. 
Finally, in its capacity as the consolidated supervisor of bank and thrift 
holding companies, the Federal Reserve oversees the activities of insti-
tutions that control or are affiliated with banks or thrifts.

The SEC regulates the offer and sale of securities (which include 
securities options and security-based swaps), US securities markets 
and certain market participants such as securities exchanges, clearing 
agencies, broker-dealers, investment advisers and investment funds. 
The CFTC regulates activities relating to most non-security derivatives 
– primarily futures, options on futures and swaps. Persons regulated 
by the CFTC include, among others, futures exchanges, derivatives 
clearing organisations, futures commission merchants (FCMs), swap 
dealers, commodity pool operators and ‘commodity trading advisors’.

The CFPB regulates consumer financial products and services, 
which include among others, extensions of credit, certain real estate 
settlement services, cheque cashing and financial data processing.

Many financial institutions are subject to multiple regulators to the 
extent that they engage in multiple financial activities or are part of a 
diversified holding company structure.

3	 What products does each national financial services authority 
regulate?

The Banking Regulators exercise comprehensive supervisory oversight 
over the activities of depository institutions; however, certain Banking 
Regulators’ rules apply specifically to certain types of products or activi-
ties (eg, consumer lending or fiduciary services).

The Markets Regulators regulate the offers and sales of financial 
products within their jurisdictions. The SEC regulates securities and 
does so primarily through a registration and disclosure regime and its 
anti-fraud authority. The SEC also focuses on investor protection and 
market integrity issues through rules that apply to intermediaries such 
as exchanges, broker-dealers and investment advisers. The CFTC regu-
lates futures and swaps, among other derivative instruments. While 
most of the requirements relating to these instruments apply to regis-
tered entities, some apply more generally to users of these products 
(such as mandatory clearing for certain standardised swaps and, in 
some cases, swap trade reporting requirements).

The CFPB regulates consumer financial products and services, 
including deposit products, secured and unsecured loans, and 
prepaid cards.
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Authorisation regime

4	 What is the registration or authorisation regime applicable to 
financial services firms and authorised individuals associated 
with those firms? When is registration or authorisation 
necessary, and how is it effected?

To accept deposits, an entity must be chartered as a depository insti-
tution by either a federal or state authority. The choice of charter 
determines both the legal framework that will apply and the regulator 
that will supervise the institution. In choosing the appropriate charter, 
an entity will likely consider most heavily the restrictions imposed, and 
the activities permitted by laws and regulations applicable to a deposi-
tory institution (or its affiliates) based on the charter type.

To receive a charter, a proposed depository institution must apply to:
•	 the appropriate regulatory authority (ie, the OCC for national banks 

and federal thrifts);
•	 state regulators (for state banks and thrifts); and
•	 the FDIC in order to obtain deposit insurance.

In addition, if the proposed bank or thrift is under the control of a parent 
company, the parent company must apply to the Federal Reserve to 
become a bank or thrift holding company. The application process 
requires the submission of extensive materials, including detailed 
business plans, pro forma financial statements, and biographies and 
financial reports for proposed shareholders, directors and officers.

With regard to the Markets Regulators, the registration regime 
depends on the particular activity engaged in by a firm. For example, 
unless an exemption applies, a firm will have to register with:
•	 the SEC as an investment adviser if it is engaged in the business of 

providing investment advice to others for compensation;
•	 the SEC as a broker-dealer if it is engaged in the business of 

effecting transactions in securities for the account of others or 
buying and selling securities for its own account, other than in an 
ordinary trader capacity;

•	 the CFTC as a swap dealer if it is engaged in swap dealing activities 
above a de minimis threshold; and

•	 the CFTC as an FCM if it solicits or accepts orders to buy or sell 
futures or options on futures and accepts money or other assets 
from customers to support such orders.

Many firms regulated by a Markets Regulator must also become 
members of a self-regulatory organisation (SRO), which are subject 
to oversight by the relevant Markets Regulator. For example, broker-
dealers must generally become members of the Financial Industry 
Regulatory Authority (FINRA) and swap dealers and FCMs must become 
members of the National Futures Association (NFA).

Registration for firms involves submitting an application to the 
relevant Markets Regulator or SRO. The application requirements vary 
but will generally request information regarding the ownership of the 
applicant, certain prior criminal, civil or regulatory history, evidence of 
financial and capital adequacy, information relating to its proposed oper-
ations and compliance capabilities, among others. Certain firm personnel 
are also subject to individual licensing and qualification requirements.

Legislation

5	 What statute or other legal basis is the source of each 
regulatory authority’s jurisdiction?

Each of the primary financial regulators in the US was created by statute 
to address a national crisis or market event:
•	 The OCC was created by the National Bank Act of 1864 as part of 

an effort to create the financial infrastructure necessary to finance 
the American Civil War.

•	 The Federal Reserve System was established under the Federal 
Reserve Act of 1913 in response to instability in the financial sector 
best represented by the Banking Panic of 1907, and the Federal 
Reserve has additional jurisdiction over depository institution 
holding companies and their non-depository institution subsidi-
aries under the Bank Holding Company Act of 1956 and the Home 
Owners’ Loan Act.

•	 The FDIC and the system of federal deposit insurance were created 
during the Great Depression under the Banking Act of 1933 (which 
has since been replaced by the Federal Deposit Insurance Act of 
1950) in response to the panic and bank runs that accompanied the 
economic downturn.

•	 The SEC was initially established pursuant to the Securities 
Exchange Act of 1934 (the Exchange Act), following the stock 
market crash of 1929, to oversee the US securities market and has 
additional jurisdiction relating to the offer and sale of securities 
under the Securities Act of 1933 (the Securities Act).

•	 The CFTC was created in 1974 pursuant to the Commodity Futures 
Trading Commission Act. At the time, the predecessor to the CFTC 
generally regulated only agricultural commodities. The CFTC, 
however, was granted the authority to regulate the growing trading 
in futures and options on non-agricultural commodities.

•	 The CFPB was established after the financial crisis of 2008 by the 
Consumer Financial Protection Act of 2010.

What principal laws and financial service authority rules apply to the 
activities of financial services firms and their associated persons?

The primary statute applying to national banks is the National Bank 
Act, which sets out the parameters for the activities in which national 
banks may engage. Bank holding companies and their non-bank subsid-
iaries are subject to activities limitations imposed by the Bank Holding 
Company Act of 1956. Federal thrifts and thrift holding companies are 
subject to the activities restrictions of the Home Owners’ Loan Act. 
The activities of state banks and thrifts are primarily limited by state 
banking laws, but are also subject to federal limits set in the Federal 
Deposit Insurance Act. The Federal Reserve Act also imposes restric-
tions on the inter-affiliate activities of bank holding companies and thrift 
holding companies and their subsidiaries.

The primary statutes applying to financial services firms regulated 
by the SEC include:
•	 the Securities Act, which is generally designed to ensure that inves-

tors receive sufficient information regarding securities offered for 
public sale, and to prevent misrepresentations and other fraud in 
the sale of securities;

•	 the Exchange Act, which, among other things, authorises the SEC to 
regulate various securities market participants;

•	 the Investment Advisers Act of 1940 (the Advisers Act), which 
governs the regulation of investment advisers; and

•	 the Investment Company Act of 1940, which governs the regulation 
of investment companies, including mutual funds.

The primary statute applying to financial services firms regulated by the 
CFTC is the Commodity Exchange Act, which governs, among others, 
futures, options on futures and swaps, and certain persons that engage 
in activities with regard to those products.

The primary rules applying to financial services firms include the 
rules adopted to implement the foregoing statutes.
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6	 What principal laws and financial service authority rules 
apply to the activities of financial services firms and their 
associated persons?

The primary statute applying to national banks is the National Bank 
Act, which sets out the parameters for the activities in which national 
banks may engage. Bank holding companies and their non-bank subsid-
iaries are subject to activities limitations imposed by the Bank Holding 
Company Act of 1956. Federal thrifts and thrift holding companies are 
subject to the activities restrictions of the Home Owners’ Loan Act. 
The activities of state banks and thrifts are primarily limited by state 
banking laws, but are also subject to federal limits set in the Federal 
Deposit Insurance Act. The Federal Reserve Act also imposes restric-
tions on the inter-affiliate activities of bank holding companies and thrift 
holding companies and their subsidiaries.

The primary statutes applying to financial services firms regulated 
by the SEC include:
•	 the Securities Act, which is generally designed to ensure that inves-

tors receive sufficient information regarding securities offered for 
public sale, and to prevent misrepresentations and other fraud in 
the sale of securities;

•	 the Exchange Act, which, among other things, authorises the SEC to 
regulate various securities market participants;

•	 the Investment Advisers Act of 1940 (the Advisers Act), which 
governs the regulation of investment advisers; and

•	 the Investment Company Act of 1940, which governs the regulation 
of investment companies, including mutual funds.

The primary statute applying to financial services firms regulated by the 
CFTC is the Commodity Exchange Act, which governs, among others, 
futures, options on futures and swaps, and certain persons that engage 
in activities with regard to those products.

The primary rules applying to financial services firms include the 
rules adopted to implement the foregoing statutes.

Scope of regulation

7	 What are the main areas of regulation for each type of 
regulated financial services provider and product?

The principal areas of regulation for depository institutions and their 
holding companies include:
•	 activities restrictions;
•	 safety and soundness requirements;
•	 capital and liquidity requirements;
•	 lending restrictions;
•	 fiduciary regulations;
•	 consumer protection laws and regulations; and
•	 affiliate transaction restrictions.

For persons and entities regulated by the Markets Regulators, the prin-
cipal areas of regulation include:
•	 registration requirements;
•	 capital and margin requirements;
•	 clearing requirements;
•	 business conduct standards;
•	 reporting requirements;
•	 requirements to adopt policies and procedures; and
•	 record-keeping obligations.

Additional requirements

8	 What additional requirements apply to financial services 
firms and authorised persons, such as those imposed by self-
regulatory bodies, designated professional bodies or other 
financial services organisations?

Many firms regulated by a Markets Regulator must also become members 
of an SRO, such as FINRA or the NFA, and certain firm personnel must 
register with the same SRO and pass a qualification examination.

Securities and derivatives exchanges and clearing organisations 
are also SROs. As a result, market participants that have direct access 
to such exchanges or clearing organisations must become members of 
these institutions and comply with their rules.

Requirements imposed by SROs on their members vary depending 
on the type of regulated entity and the type of SRO. In some instances, 
SRO rules implement existing federal statutory or regulatory require-
ments. In other cases, SROs are provided with discretion to adopt 
additional or more detailed requirements. FINRA, for example, in addi-
tion to enforcing the Exchange Act and SEC rules, imposes extensive 
obligations on all aspects of a broker-dealer’s activities and requires its 
member broker-dealers to comply with ‘just and equitable principles of 
trade’, which is a higher conduct standard than the anti-fraud standard 
that the SEC can impose under the Exchange Act.

ENFORCEMENT

Investigatory powers

9	 What powers do national financial services authorities have 
to examine and investigate compliance? What enforcement 
powers do they have for compliance breaches? How is 
compliance examined and enforced in practice?

The Banking Regulators, the Consumer Financial Protection Bureau 
(CFPB), the Markets Regulators and self-regulatory organisations 
(SROs) have broad authority to examine the entities they supervise (and, 
in some cases, their affiliates) for compliance with applicable laws, rules 
and regulations. They also have enforcement powers to address legal 
and regulatory violations. How these authorities are exercised in prac-
tice varies by regulator.

The Banking Regulators are prudential regulators, supervising insti-
tutions within their jurisdiction to monitor their safety and soundness, 
as well as their compliance with federal banking laws and regulations. 
Each of the Banking Regulators regularly conducts on-site safety and 
soundness examinations to assess the financial and managerial sound-
ness of the regulated institution. In addition, the Banking Regulators 
conduct examinations that focus on compliance with particular legal 
and regulatory requirements, such as anti-money laundering laws or 
community investment and lending requirements. To address violations 
of laws or regulations or the finding of unsafe or unsound practices, 
the Banking Regulators may informally require regulated institutions to 
remediate or may bring formal enforcement actions.

The CFPB is a new federal agency formed in 2010, which has the 
authority to supervise and examine banking institutions with more than 
US$10 billion in assets, as well as their affiliates (unless excepted), 
for compliance with federal consumer financial protection laws. The 
CFPB has the authority to bring enforcement actions not only against 
institutions it supervises, but against any institution that engages in 
financial transactions with consumers, for violations of applicable 
federal consumer financial laws or for engaging in acts or practices that 
are deemed unfair, deceptive or abusive.

The Markets Regulators examine regulated institutions for compli-
ance with applicable laws and regulations both directly and indirectly 
through examinations by the SROs – which conduct their own examination 
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and enforcement activities. In addition, the Markets Regulators have 
the authority to conduct informal or formal investigations of potential 
misconduct and to bring enforcement actions. Such potential miscon-
duct may come to the attention of the Markets Regulators through a 
variety of channels, including through examinations, complaints from 
the public or referrals from other government agencies. Markets 
Regulators and their related SROs are generally viewed as having more 
of an enforcement focus than the Banking Regulators.

Disciplinary powers

10	 What are the powers of national financial services authorities 
to discipline or punish infractions? Which other bodies are 
responsible for criminal enforcement relating to compliance 
violations?

The Banking and Markets Regulators and the CFPB have civil enforce-
ment powers and can pursue a variety of civil remedies.

The Banking Regulators have the power to pursue a variety of civil 
remedies, both informal and formal, against depository institutions and 
their affiliates, as well as associated individuals, for unsafe and unsound 
practices or compliance violations. Informal remedies include commit-
ment letters, memoranda of understanding or the issuance of findings 
entitled ‘matters requiring attention’. Formal remedies against firms 
may include cease-and-desist orders, formal written or supervisory 
agreements, prompt corrective action directives and civil money penal-
ties. Formal remedies against individuals associated with depository 
institutions include removal and prohibition orders, cease-and-desist 
orders, restitution orders and civil money penalties.

The Markets Regulators have the power to seek a variety of civil 
remedies against both firms and individuals. Sanctions include injunc-
tions or cease-and-desist orders, revocation or suspension of an 
individual’s or entity’s registration and exchange trading privileges, 
restitution orders, disgorgement of ill-gotten profits and civil money 
penalties. Certain industry and conduct-related bars may also be 
available.

SROs, such as FINRA and the National Futures Association 
(NFA), also have authority to discipline infractions committed by their 
members in violation of the application statutes, or the rules of the 
Securities and Exchange Commission (SEC) (in the case of FINRA) or 
Commodity Futures Trading Commission (in the case of the NFA) and 
their own rules. SROs generally have the authority to fine, suspend or 
bar individuals and firms from the industry, among others.

To the extent that regulated entities’ or individuals’ compliance fail-
ures constitute violations of criminal law, the Department of Justice, a 
US attorney’s office or local law enforcement agencies may institute 
a criminal proceeding, either on their own initiative or upon a referral 
from the applicable Banking or Markets Regulator.

Tribunals

11	 What tribunals adjudicate financial services criminal and civil 
infractions?

Federal district courts in the US adjudicate violations of both civil 
and criminal federal law. The Banking Regulators, the CFPB and the 
Markets Regulators may pursue civil violations of federal financial laws 
and regulations in the federal district courts, although the Banking 
Regulators generally elect to use administrative proceedings rather 
than court proceedings. Criminal financial services violations are also 
adjudicated in the federal district courts. To the extent that compliance 
failures constitute violations of state law, whether civil or criminal, such 
infractions would generally be tried in a state civil or criminal court, 
although federal courts may hear certain civil claims involving parties 
from different states.

The Banking Regulators, Markets Regulators and CFPB may also 
seek civil penalties and other remedies in administrative proceed-
ings. Administrative proceedings are presented before administrative 
law judges, who may be employees of the particular financial services 
authority. These proceedings may result in non-judicial findings of 
fault or wrongdoing. Certain financial services authorities, such as the 
SEC, rely heavily on administrative proceedings, while others, like the 
Federal Reserve, use administrative proceedings less frequently.

Finally, SROs may institute disciplinary proceedings against 
members that are heard before their own internal bodies, although 
these may ultimately be appealable to the Markets Regulator itself.

Penalties

12	 What are typical sanctions imposed against firms and 
individuals for violations? Are settlements common?

The majority of enforcement actions pursued by the Banking and 
Markets Regulators are resolved via settlement, including through 
cease-and-desist orders, removal and prohibition orders, civil money 
penalties, and disgorgement orders. The size of monetary sanctions 
imposed in a given case ranges significantly depending on the nature 
of the case. The largest penalties tend to be imposed in settlements in 
which the respondent knowingly violated the law and caused a pecu-
niary loss as a result.

In addition to imposing penalties, the Banking and Markets 
Regulators often require settling institutions to undertake substan-
tial remediation efforts to improve policies, procedures, controls and 
governance, among other things, to mitigate the risk that the activity 
giving rise to the settlement will reoccur.

A unique and often-criticised aspect of the US financial regula-
tors’ settlement practices is the ability of respondents to settle with 
the regulators without admitting wrongdoing. Commonly referred to 
as ‘neither-admit-nor-deny’ settlements, the Banking and Markets 
Regulators justify this practice by asserting that it allows them to 
impose consequences on respondents quickly and obtain necessary 
relief for victims, while also avoiding burdensome litigation costs.

COMPLIANCE PROGRAMMES

Programme requirements

13	 What requirements exist concerning the nature and content 
of compliance and supervisory programmes for each type of 
regulated entity?

The Banking Regulators, who act as prudential supervisors, are 
focused on monitoring the safety and soundness of depository institu-
tions and their holding company system in a comprehensive manner. 
Thus, the Banking Regulators expect supervised institutions to adopt 
an effective risk-management programme that manages compliance 
risk alongside the other risks present in an institution’s business. As a 
general matter, the Banking Regulators expect that a regulated insti-
tution’s risk-management programme will reflect its size, resources 
and complexity, and will be proportionate to the risks present in 
its business.

No matter the size of the entity, an effective compliance programme 
for entities subject to the Banking Regulators’ supervision will include 
among other features:
•	 adequate policies and procedures to safeguard and manage assets;
•	 a clear organisational structure that establishes responsibility for 

monitoring adherence to established policies;
•	 controls that facilitate effective assessment of risks; and
•	 an internal audit system.
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The Markets Regulators have similar requirements for the content of 
their regulated entities’ compliance programmes, although the precise 
expectations may depend on the type of regulated entity. In general, the 
Markets Regulators, either directly or through self-regulatory organisa-
tion (SRO) rules, require their regulated institutions to:
•	 adopt and implement written policies and procedures reasonably 

designed to prevent violations of applicable law;
•	 periodically review the adequacy and effectiveness of such policies 

and procedures; and
•	 designate a chief compliance officer to administer such policies 

and procedures and regularly evaluate their effectiveness.

Gatekeepers

14	 How important are gatekeepers in the regulatory structure?

The national financial services authorities place great emphasis on 
internal gatekeepers, such as chief compliance officers (CCOs), internal 
auditors, risk-management personnel and others who have a general 
obligation to identify and prevent potential misconduct.

As discussed above, regulatory expectations for risk management 
in depository institutions vary depending on a regulated institution’s 
size, resources and complexity. Currently, national banks and federal 
thrifts with more than US$50 billion in consolidated assets are expected 
to implement a ‘three lines of defence’ risk-management programme, 
which requires the business line to assume first-line responsibility 
for compliance, an independent risk-management function headed by 
a chief risk executive (second line), and an independent audit function 
headed by a chief audit executive (third line). In this structure, the chief 
risk executive and chief audit executive have unrestricted access to the 
institution’s board of directors. In large institutions, the second and third 
lines of defence are crucial for monitoring and assessing the institu-
tion’s activities, as well as recommending areas for improvement. The 
Banking Regulators often look to second- and third-line reports as part 
of their own examination processes.

The Markets Regulators similarly place great emphasis on internal 
gatekeepers. Since the financial crisis, regulations have assigned addi-
tional responsibilities and increasing accountability to such personnel 
through periodic certifications. For example, the Commodity Futures 
Trading Commission (CFTC) adopted a rule requiring CCOs of futures 
commission merchants and swap dealers to take reasonable steps 
to ensure compliance with applicable rules, and prepare and sign an 
annual report that provides an assessment of the effectiveness of the 
firm’s policies and procedures, and describes any material non-compli-
ance issues identified and the corresponding action taken. This report 
must also include a certification by the CCO or chief executive that the 
information contained in the annual report is accurate and complete 
in all material aspects. Markets Regulators also view their regulated 
institutions as themselves acting as gatekeepers to the industry, and in 
some cases expect them to surveil for and prevent misconduct by third 
parties using their services.

Directors' duties and liability

15	 What are the duties of directors and senior managers, and 
what standard of care applies to the boards of directors and 
senior managers of financial services firms?

State corporate laws and common law generally govern the duties of the 
directors of US corporations, including financial services firms. Directors 
are ultimately responsible for the overall direction and strategy of the 
firm. A board carries out this responsibility primarily by setting the ‘tone 
at the top’ and selecting, retaining and overseeing the firm’s managers, 
who direct daily operations. The board retains, however, the responsi-
bility to evaluate and approve major decisions in the life of the firm.

When carrying out their responsibilities, directors of a US corpora-
tion owe the firm and its stockholders certain fiduciary duties, namely, 
the duties of care and loyalty. The duty of care generally requires direc-
tors to act with the care that a reasonably prudent person in a like 
position would use under similar circumstances. The duty of loyalty 
generally requires directors to act in good faith and in the best inter-
ests of the firm and its stockholders (and not for their own interests). 
In general, the business judgment rule applies to protect directors from 
judicial second-guessing when they have acted on an informed basis, in 
good faith and in the honest belief that the action was taken in the best 
interests of the company.

Bank directors may be held to a heightened standard with regard 
to these fiduciary duties, as courts have found that they must be 
concerned with the welfare of depositors as well as stockholders.

In addition to these general corporate responsibilities, the Banking 
and Markets Regulators have issued rules and guidance outlining 
specific responsibilities of boards of directors of financial institutions, 
which can be extensive.

16	 When are directors and senior managers typically held 
individually accountable for the activities of financial services 
firms?

Directors of financial services firms may be held individually liable (to 
shareholders or the applicable regulator) if they breach their fiduciary 
duties; however, as described above, the business judgment rule applies 
to protect directors from judicial second-guessing when they have acted 
on an informed basis, in good faith and in the honest belief that the 
action was taken in the best interests of the company.

In addition to being held accountable for breaches of fiduciary 
duties, directors of depository institutions could be subject to enforce-
ment actions brought by the Banking Regulators for violating federal 
banking laws or engaging in unsafe or unsound practices, with the 
degree of the penalty – and the likelihood of an enforcement action 
– heightened depending on the director’s mens rea and the extent of 
the consequential loss to the bank or pecuniary gain or benefit to the 
director. In addition, if a director of a national bank knowingly violates, 
or knowingly permits officers or agents of a bank to violate, federal 
banking laws, the bank could be dissolved and the director could be 
held liable in a personal and individual capacity for all damages that the 
bank, its shareholders or others may have sustained as a consequence 
of the violation.

Directors of financial services firms that are regulated by the 
Markets Regulators are considered to be ‘control persons’ and, as a 
result, may be held personally liable for the acts of the controlled entity 
if he or she failed to act in good faith or otherwise knowingly induced or 
engaged in the acts constituting the violation.

Private rights of action

17	 Do private rights of action apply to violations of national 
financial services authority rules and regulations?

Whether a private right of action would or likely could exist for a viola-
tion of a national financial services authority statute or rule depends on 
the particular statute or rule at issue and how courts have interpreted 
them. Generally, a private right of action is available only where such a 
right is provided for in the statute or rule that is alleged to have been 
violated. Even where a private right of action is not specifically enumer-
ated in a statute or rule, courts have occasionally found private rights of 
action to be implied based on legislative intent and other factors. Most 
financial services authority rules and regulations, however, have not 
been found to carry private rights of action.
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Standard of care for customers

18	 What is the standard of care that applies to each type of 
financial services firm and authorised person when dealing 
with retail customers?

The standard of care that applies when dealing with retail customers 
varies by the type of financial services firm and, in some cases, the 
particular capacity in which the financial services firm is servicing 
the customer.

Depository institutions must take care not to engage in unfair, 
deceptive or abusive acts or practices (UDAAPs) in any interaction with 
retail customers. These terms have been interpreted by the Banking 
Regulators, the Consumer Financial Protection Bureau (CFPB) and 
courts, which have developed tests for determining if an activity rises 
to the level of a UDAAP. The Banking Regulators only have the power to 
take action against depository institutions that conduct unfair or decep-
tive acts or practices. The CFPB has the full complement of powers and 
can take action against UDAAPs. There are also a multitude of laws and 
regulations that relate to the delivery of specific products and services 
by depository institutions, many of which are designed to protect 
the consumer.

Generally, depository institutions are not subject to fiduciary duties 
with regard to retail customers, unless they are acting in a fiduciary 
capacity (eg, a trustee or executor), in which case, state law governing 
duties owed by a fiduciary or, in some cases, federal law, may apply.

SEC-registered investment advisers are deemed fiduciaries under 
the Advisers Act and must accordingly comply with the duties of loyalty 
and care when interacting with all of their customers, including retail 
customers. The SEC and courts have interpreted these fiduciary duties 
as requiring investment advisers to act with utmost good faith in the 
best interests of their clients, make full and fair disclosure of all mate-
rial facts, and employ all reasonable care to avoid misleading clients. 
The Advisers Act imposes further limitations on an investment adviser’s 
dealings with customers.

Broker-dealers are generally not considered fiduciaries, although 
they nevertheless are subject to, at least, a duty of fair dealing. This duty 
is derived from common law agency principles and the anti-fraud provi-
sions of the federal securities laws, and is also reflected in SRO rules. 
For example, FINRA requires its member broker-dealers to observe 
high standards of commercial honour and just and equitable principles 
of trade. In addition, broker-dealers must comply with other require-
ments that affect how they interact with customers, including:
•	 suitability and ‘best interest’ requirements, which generally require 

broker-dealers to recommend only those specific securities or 
overall investment strategies that are suitable for their customers 
or (effective June 2020) in the case of retail investors, securities 
or investment strategies that are in the 'best interest' of the retail 
investor, without putting the interests of the broker-dealer ahead 
of the customer; and

•	 the duty of best execution, which generally requires broker-dealers 
to seek to obtain the most favourable terms available under the 
circumstances for their customer orders.

19	 Does the standard of care differ based on the sophistication of 
the customer or counterparty?

Banks acting as fiduciaries and SEC-registered investment advisers 
must exercise their fiduciary duties, including the duties of loyalty and 
care, no matter the sophistication of the customer or client. The stand-
ards for satisfying their fiduciary duties, however, may become more 
stringent as the sophistication decreases, as care that is reasonable 
when dealing with an institutional investor may not be reasonable when 
dealing with a retail customer.

Other aspects of US financial services rules and regulations 
may apply differently depending on the characteristics of a customer 
that serve as a proxy for sophistication. For example, a broker-dealer 
recommending a security to an ‘institutional account’ may qualify for an 
exemption from its obligation to conduct a customer-specific suitability 
analysis provided specified conditions are met. Similarly, effective June 
2020, recommendations to retail investors are subject to the heightened 
‘best interest’ standard.

Rule making

20	 How are rules that affect the financial services industry 
adopted? Is there a consultation process?

The Banking and Markets Regulators are federal agencies and, thus, are 
subject to the US Administrative Procedure Act (APA), which sets out 
the process by which agencies may promulgate rules. These agencies 
generally use the APA’s notice-and-comment process to promulgate 
rules pursuant to either their general statutory rulemaking power or an 
express statutory directive.

To initiate the notice-and-comment process, the agencies issue a 
notice providing the public a draft of a proposed rule and explaining 
the statutory authority and purposes for that rule. The public is given 
a period of time – typically 60 to 90 days – to review and comment on 
the proposed rule. Agencies may also meet with financial institutions or 
trade associations to discuss the proposed rule and comment letters.

After considering the comments submitted, the regulators may 
issue final rules, which typically become effective 60 days to one year 
after the final rule is issued. Any person with standing to challenge 
the rule in court may do so on certain stipulated grounds, including 
by bringing a claim that the agency acted in an arbitrary and capri-
cious manner. SRO rulemaking is also indirectly subject to the APA. For 
example, FINRA rules must be approved by the Securities and Exchange 
Commission (SEC), and therefore the SEC promulgates these proposed 
SRO rules for notice and comment before they may take effect.

CROSS-BORDER ISSUES

Cross-border regulation

21	 How do national financial services authorities approach 
cross-border issues?

The way in which the Banking and Markets Regulators approach cross-
border issues varies by type of financial services firm and, in some cases, 
the type of activity. In many cases, the applicable statute takes a terri-
torial view when drawing the perimeter of US regulatory jurisdiction. 
For example, unless an exemption applies, a non-US entity will gener-
ally need to obtain a bank charter, establish a bank branch, agency or 
representative office, or register as a broker-dealer if it solicits banking 
or broker-dealer services to persons located in the US or engages in 
such activities within the United States. A non-US entity could, however, 
provide banking or broker-dealer services to persons located outside 
the US without triggering the application of US banking and broker-
dealer laws, respectively, so long as the interactions with the customer 
occur outside the US. Other categories of registrants, however, such as 
investment advisers and swap dealers may be required to register with 
the Securities and Exchange Commission (SEC) or Commodity Futures 
Trading Commission (CFTC), respectively, if they provide services to US 
persons, regardless of their location.

With regard to certain cross-border transactions, the Banking and 
Markets Regulators have adopted exemptions and mutual recogni-
tion frameworks. For example, the Bank Holding Company Act of 1956 
broadly exempts non-US activities of non-US banks, and under the 
uncleared swap margin rules adopted by the Banking Regulators and 
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the CFTC, certain non-US swap dealers with regard to some swap trans-
actions are permitted to comply with such rules by complying with the 
margin rules of another jurisdiction, if the applicable US regulator issues 
a determination that such other jurisdiction’s rules are comparable to 
the US requirements. With regard to broker-dealer registration, non-US 
firms may be permitted to engage in limited activity in the United States 
without US registration pursuant to exemptions, including in some cases 
where the non-US firm is ‘chaperoned’ by a US-registered broker-dealer.

International standards

22	 What role does international standard setting play in the 
rules and standards implemented in your jurisdiction?

The Banking and Markets Regulators actively participate in international 
standard-setting organisations. For example, the Banking Regulators are 
members of the Basel Committee on Banking and Supervision, an inter-
national forum focusing on banking supervisory matters; the Federal 
Reserve and the SEC are members of the Financial Stability Board, 
an international body that promotes international financial stability; 
and the SEC and CFTC are members of the International Organization 
of Securities Commissions (IOSCO), a multilateral organisation that 
develops and promotes adherence to internationally recognised stand-
ards for securities regulation.

While the agreements reached by these international organisa-
tions are not self-executing, the Banking and Markets Regulators may 
implement the agreed-upon standards by promulgating rules pursuant 
to their general statutory grants of authority.

UPDATE AND TRENDS

Key developments of the past year

23	 Are there any other current developments or emerging 
trends that should be noted?

Effective from 30 June 2020, the Securities and Exchange Commission 
(SEC) adopted Regulation Best Interest, which heightens the stand-
ards that broker-dealers must maintain towards retail investors when 
making recommendations about securities or investment strategies.

While no implementing regulations have been issued, the US 
Congress passed the Anti-Money Laundering Act of 2020 (AML Act of 
2020), one of the most significant US anti-money laundering laws in 
decades. Among other things, the AML Act of 2020 would: (1) establish 
a beneficial ownership database designed to address ‘shell companies’ 
and administered by the Financial Crimes Enforcement Network ; (2) 
provide for new violations of the Bank Secrecy Act, as well as increased 
penalties for repeat and egregious violators; (3) grant expanded 
authority for the US government to issue subpoenas regarding non-US 
bank accounts; and (4) provide increased protections, and rewards, for 
whistle-blowers.

Effective 30 September 2020, the Federal Reserve finalised a 
rule intended to simplify and provide increased transparency into 
the circumstances where one company would be viewed as having 
a 'controlling influence', and thus 'control', over another company for 
purposes of the Bank Holding Company Act of 1956. This rule revises 
and codifies the meaning of ' controlling influence' by providing a series 
of tiered presumptions, based mainly on the level of voting shares 
held by an investor and also considering total equity, director repre-
sentation, business relationships, contractual rights and other factors. 
The presumptions in many ways represent a liberalisation of Federal 
Reserve precedent, although the final rule is generally consistent with 
Federal Reserve precedent where the lower the level of voting equity 
held by an investor, the less restrictive the presumptions of control (and 
vice versa).

Effective 1 April 2021, the Federal Deposit Insurance Corporation 
(FDIC) adopted a final rule that clarified expectations related to commer-
cial parent companies of industrial loan companies (ILCs). This final 
rule, which formalised long-standing supervisory expectations, requires 
a new ILC to enter into a written agreement with the ILC parent and the 
FDIC containing at least eight specific commitments, including commit-
ments related to maintaining the ILCs capital and liquidity. The final rule 
requires prior FDIC approval for certain changes at the ILC level, such 
as material changes to its business plan, adding or replacing directors 
or senior executive officers during the initial three-year period of the 
ILCs existence, and entering into services agreements with the ILC’s 
parent or affiliates. It also imposes certain corporate governance stand-
ards such as a requirement that an ILC parent limit its representation on 
the board of a subsidiary ILC to less than 50 per cent.

Effective 1 October 2020, the Banking Regulators and Markets 
Regulators implemented changes to the covered funds provisions of 
final regulations implementing section 13 of the Bank Holding Company 
Act of 1956, commonly referred to as the Volcker Rule. These changes 
provided several new exclusions from the definition of covered fund, 
codified certain existing guidance and regulatory statements, provided 
new exemptions for ‘qualifying foreign excluded funds’ and from the 
‘Super 23A’ restrictions regarding transactions between a banking 
entity and a related covered fund, and clarified the manner in which a 
banking entity must calculate its ownership interests in a covered fund.

24	 What emergency legislation, relief programmes and other 
initiatives specific to your practice area has your state 
implemented to address the pandemic? Have any existing 
government programmes, laws or regulations been amended 
to address these concerns? What best practices are advisable 
for clients?

Effective from 27 March 2020, the US Congress enacted an economic 
relief package, known as the CARES Act, to provide over US$2 trillion 
in support to households and businesses. Key provisions of the CARES 
Act included financial support for Federal Reserve emergency lending 
programmes, aid for airlines and national security-critical businesses, 
expanded unemployment benefits and direct payments to individuals, 
temporary mortgage foreclosure relief, and authorisation for numerous 
actions to be taken by the Banking Regulators. In addition, the CARES 
Act authorised the Paycheck Protection Program (PPP), through which 
small businesses could receive forgivable loans for payroll and related 
expenses. Effective from 27 December 2020, a supplemental economic 
relief package, known as CARES 2.0, extended certain aspects of the 
CARES Act, including the PPP.

Beginning in March 2020, the Federal Reserve took extensive 
monetary policy and regulatory actions to support the financial system 
and broader economy. The Federal Reserve’s monetary policy actions 
included cutting the federal funds interest rate to zero to .25 per cent, 
encouraging discount window borrowing, engaging in quantitative 
easing, and announcing currency swap lines with foreign central banks, 
effective 15 March 2020. In addition, following a similar approach to that 
taken during the financial crisis of 2008, the Federal Reserve also estab-
lished numerous emergency lending facilities under the emergency 
authority of section 13(3) of the Federal Reserve Act. These included 
programmes, some of which received funding under the CARES Act, 
supporting the markets for commercial paper, money market mutual 
funds, asset-backed securities, corporate debt, and municipal debt, as 
well as a Main Street programme intended to support lending to small 
and mid-sized businesses and nonprofits.

In part in support of banks’ participation in the Federal Reserve’s 
emergency lending facilities, the Banking Regulators enacted numerous 
regulatory and supervisory measures with respect to bank capital and 
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liquidity requirements. For example, the Banking Regulators encour-
aged banks to draw down their capital and liquidity buffers to support 
lending activity to households and businesses. The Banking Regulators 
also promulgated several rules with technical modifications to capital 
and liquidity requirements to neutralise the impact of increased lending 
activity, including in support of particular Federal Reserve emergency 
lending facilities. In addition, to examine the impact of covid-19 on bank 
capital on a forward-looking basis, the Federal Reserve included in its 
annual capital stress test a covid-19 sensitivity analysis. Based on those 
results, the Federal Reserve suspended banks’ share repurchases, 
capped dividends and required capital plan resubmissions.

Beyond capital and liquidity regulation, the Banking Regulators, 
Market Regulators, and other regulators undertook numerous other 
extraordinary actions to support the financial system and economy in 
light of the covid-19 pandemic. These measures covered a wide range of 
topics, from actions related to mortgage forbearance, eviction moratoria 
and loan modifications to extensions of reporting and public comment 
deadlines to rule changes and guidance to accommodate the transition 
away from in-person and physical activities to a remote working envi-
ronment. The regulators also issued a plethora of guidance advising 
businesses and consumers of modifications to their approaches to 
supervision, disclosure, reporting and data collection in response to the 
unique challenges posed by the pandemic. Additional changes occurred 
at the state and local level. Some of these measures were extended – in 
some cases, multiple times – as the pandemic continued, and, as of the 
date of this publication, it remained to be seen how long many of these 
changes would last.

Annette L Nazareth
annette.nazareth@davispolk.com

Mark A Sater
mark.sater@davispolk.com

Zachary J Zweihorn
zachary.zweihorn@davispolk.com

901 15th Street, NW
Washington, DC 20005
United States
Tel: +1 202 962 7000
Fax: +1 202 962 7111

450 Lexington Avenue
New York, NY 10017
United States
Tel: +1 212 450 4000
Fax: +1 212 701 5800

www.davispolk.com

© Law Business Research 2021



Innovative legal services in  
financial regulation.
Davis Polk’s Financial Institutions Group is one of the world’s preeminent
financial institutions practices, providing top-flight, innovative service
using both traditional methods and technology-based tools. We are at
the forefront of advising financial institutions on how regulatory changes
will impact their business plans, including capital markets and M&A
transactions, payment systems, anti-money laundering, digital assets, 
compliance and enforcement actions, credit risk management, business line 
strategy, and recapitalizations.

We deliver leading-edge thought leadership on financial services regulation
on our FinReg blog (finregreform.com), covering topics including fintech and 
regulatory reform.

For additional information, please visit davispolk.com.

New York
Northern California
Washington DC
São Paulo
London

Paris
Madrid
Hong Kong
Beijing 
Tokyo

© 2021 Davis Polk & Wardwell LLP
Attorney Advertising. Prior results do not guarantee a similar outcome.davispolk.com

© Law Business Research 2021



Also available digitally

lexology.com/gtdt

Financial Services Com
pliance 2021

Other titles available in this series

Acquisition Finance

Advertising & Marketing

Agribusiness

Air Transport

Anti-Corruption Regulation

Anti-Money Laundering

Appeals

Arbitration

Art Law

Asset Recovery

Automotive

Aviation Finance & Leasing

Aviation Liability

Banking Regulation

Business & Human Rights

Cartel Regulation

Class Actions

Cloud Computing

Commercial Contracts

Competition Compliance

Complex Commercial Litigation

Construction

Copyright

Corporate Governance

Corporate Immigration

Corporate Reorganisations

Cybersecurity

Data Protection & Privacy

Debt Capital Markets

Defence & Security 

Procurement

Dispute Resolution

Distribution & Agency

Domains & Domain Names

Dominance

Drone Regulation

e-Commerce

Electricity Regulation

Energy Disputes

Enforcement of Foreign 

Judgments

Environment & Climate 

Regulation

Equity Derivatives

Executive Compensation & 

Employee Benefits

Financial Services Compliance

Financial Services Litigation

Fintech

Foreign Investment Review

Franchise

Fund Management

Gaming

Gas Regulation

Government Investigations

Government Relations

Healthcare Enforcement & 

Litigation

Healthcare M&A

High-Yield Debt

Initial Public Offerings

Insurance & Reinsurance

Insurance Litigation

Intellectual Property & Antitrust

Investment Treaty Arbitration

Islamic Finance & Markets

Joint Ventures

Labour & Employment

Legal Privilege & Professional 

Secrecy

Licensing

Life Sciences

Litigation Funding

Loans & Secured Financing

Luxury & Fashion

M&A Litigation

Mediation

Merger Control

Mining

Oil Regulation

Partnerships

Patents

Pensions & Retirement Plans

Pharma & Medical Device 

Regulation

Pharmaceutical Antitrust

Ports & Terminals

Private Antitrust Litigation

Private Banking & Wealth 

Management

Private Client

Private Equity

Private M&A

Product Liability

Product Recall

Project Finance

Public M&A

Public Procurement

Public-Private Partnerships

Rail Transport

Real Estate

Real Estate M&A

Renewable Energy

Restructuring & Insolvency

Right of Publicity

Risk & Compliance Management

Securities Finance

Securities Litigation

Shareholder Activism & 

Engagement

Ship Finance

Shipbuilding

Shipping

Sovereign Immunity

Sports Law

State Aid

Structured Finance & 

Securitisation

Tax Controversy

Tax on Inbound Investment

Technology M&A

Telecoms & Media

Trade & Customs

Trademarks

Transfer Pricing

Vertical Agreements

ISBN 978-1-83862-659-4

© Law Business Research 2021




