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Large-scale data breaches can give rise to a host of legal problems for the breached entity, ranging from consumer class
action litigation to congressional inquiries and state attorneys general investigations. Increasingly, issuers are also facing
the specter of federal securities fraud litigation.

The existence of securities fraud litigation following a cyber breach is, to some extent, not surprising. Lawyer-driven
securities litigation often follows stock price declines, even declines that are ostensibly unrelated to any prior public
disclosure by an issuer. Until recently, significant declines in stock price following disclosures of cyber breaches were
rare. But that is changing. The recent securities fraud class actions brought against Yahoo! and Equifax demonstrate
this point; in both of those cases, significant stock price declines followed the disclosure of the breach. Similar cases can
be expected whenever stock price declines follow cyber breach disclosures.

The claimed damages associated with a putative securities class action can be catastrophically large—driven by the size
of the stock price decline and the volume of trading in an issuer’s stock. The risks associated with such cases are
therefore significant. But there are also a number of ways to successfully defend against them, both at the motion to
dismiss phase—before issuers are exposed to the expense and distraction of discovery—and, if necessary, at later
stages in the case.

Issuers should be thinking proactively about this risk. A company can strengthen its defense and help to protect itself
against securities class action litigation by carefully attending to disclosure issues before any disclosure of a cyber
breach and, indeed, before a breach ever happens. While companies will not be able to eliminate completely the risk of
being subject to a securities fraud action related to cyber security, careful attention to these issues may reduce the risk,
increase the possibility of early dismissal of such actions, and/or mitigate the potential scope of damages and costs
associated with defending the litigation.
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If you have any questions regarding the matters covered in this publication, please reach
out to any of the lawyers listed below or your usual Davis Polk contact.
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This communication, which we believe may be of interest to our clients and friends of the firm, is for general
information only. It is not a full analysis of the matters presented and should not be relied upon as legal advice.

This may be considered attorney advertising in some jurisdictions. Please refer to the firm’s privacy notice for
further details.
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