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Adding Insult to Injury: SEC Warns

Cyber Incidents May Lead to Enforce
Action

October 18, 2018 | Client Update

On Tuesday, the Securities and Exchange Commission issued a Section 21(a) report of investigation emphasizing the
importance of assessing the likelihood of cyberattacks when designing internal accounting controls and conducting
training for personnel responsible for their implementation. The SEC'’s enforcement division examined incidents at nine
unnamed public companies that had been victims of cyber fraud comprised of “business email compromise” or “phishing”
schemes in which employees were tricked into wiring money to accounts controlled by bad actors posing as company
executives or vendors. The SEC investigated the companies’ compliance with provisions of the Securities Exchange Act
of 1934 requiring maintenance of a system of internal accounting controls. While the SEC concluded that enforcement
action was not warranted, the report thus effectively serves as notice that in the future, a company experiencing a cyber
event could later find itself in the SEC’s crosshairs.
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If you have any questions regarding the matters covered in this publication, please reach
out to any of the lawyers listed below or your usual Davis Polk contact.

Bruce K. Dallas Joseph A. Hall
+1 650 752 2022 +1 212 450 4565
bruce.dallas@davispolk.com joseph.hall@davispolk.com

Li He Michael Kaplan
+852 2533 3306 +1 212 450 4111
li.he@davispolk.com michael.kaplan@davispolk.com

Richard D. Truesdell, Jr.
+1 212 450 4674
richard.truesdell@davispolk.com

This communication, which we believe may be of interest to our clients and friends of the firm, is for general
information only. It is not a full analysis of the matters presented and should not be relied upon as legal advice.
This may be considered attorney advertising in some jurisdictions. Please refer to the firm’s privacy notice for
further details.
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