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Adding Insult to Injury:
Regulatory Enforcement Following
Broker-Dealer Operational Failures

Regulators are increasingly bringing enforce-
ment actions against broker-dealers, and seeking
ever higher penalties, for regulatory violations
stemming from operational failures. Themes in
reported cases point to several recurring situations
where firms have encountered issues, including
mergers and software upgrades.

By Lanny A. Schwartz and
Kimberly N. Chehardy

Broker-dealers face continual pressure to
automate their business processes. The impetus
comes from multiple sources, including demands
to improve profitability through cost-cutting and
headcount containment, the sheer speed and
automation of trading markets, and the increas-
ing range and intricacy of regulatory compliance
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mandates. Firms also seek to add value to their
customers, and to differentiate their product
offerings, by providing ever more elaborate ana-
lytical and other automated tools for direct cus-
tomer use. These themes are likely to intensify in
the future, rendering broker-dealers progressively
more dependent upon the performance of their
systems and therefore making firms, their cus-
tomers and the marketplace at large increasingly
vulnerable to technology and operational failures.

Malfunctions are inevitable, no matter how
careful and well-resourced the institution. It is
impossible to test and retest every line of code and
the integrity of each data input at every moment,
or to shadow every step of each vendor and ser-
vice provider on which an institution depends. At
some level, a firm ultimately must decide that a
given set of policies and procedures, and a given
auditing and testing regime, provide a reasonable
degree of assurance that the firm’s systems incor-
porate all regulatory requirements and functions
as designed.

It is the role of the Securities and Exchange
Commission (SEC), the Financial Industry
Regulatory Authority (FINRA), the exchanges
and other self-regulatory organizations (SROs) to
ensure that regulated entities do not set the bar too
low where compliance with regulatory mandates
depends upon the proper design and continuous
operation of automated processes.! Traditionally,



this has been accomplished by promulgating rules
that promote comprehensive safeguards at firms
and examining for compliance. Increasingly,
however, the SEC and SROs also have resorted to
aggressive enforcement and significant penalties
for firms that experience operational failures that
implicate legal requirements under the securities
laws and SRO rules.

While regulators have long brought enforce-
ment cases in connection with regulatory viola-
tions involving operational failures,” the trend
appears to be accelerating. Since June 2015, the
SEC has brought multiple enforcement actions
(the 2015 SEC Actions) against firms for viola-
tions caused by operational failures,® including a
$9 million penalty (plus disgorgement) for short
sale “locate” violations stemming from the firms’
failure to update “ecasy to borrow” lists in their
automated execution platforms intraday* and a
$15 million penalty relating to trade surveillance
failures caused by technological errors.” Moreover,
recent statements by senior regulators also evi-
dence a conscious effort to use enforcement as a
key tool in seeking to punish and deter securities
law violations stemming from operational failures.
For example, Director of Enforcement, Andrew
Ceresney, has noted that: “Given the rapid pace of
trading in today’s markets and the potential mas-
sive impact of control breakdowns, broker-dealers
must be held to the high standards of compliance
necessary for the safe and orderly operation of
markets.”® In a similar vein, Daniel Hawke, for-
mer chief of the Enforcement Division’s Market
Abuse Unit, has stated: “Brokers and dealers
must look at each component in each of their
systems and ask themselves what would happen
if the component malfunctions and what safety
nets are in place to limit the harm it could cause.”’

Common Operational Failures That
Result in Regulatory Violations

While every enforcement case involves unique
facts, the underlying causes of operational fail-
ures that have given rise to enforcement actions

are surprisingly comparable. We have identified
the following five common situations.

Software Updates

Many recent cases have involved technical
glitches associated with updating software. The
errors in question resulted in erroneous trading,
failures to deliver disclosure documents, and fail-
ures to retain emails and information relevant to
regulators’ investigations.

FINRA recently has brought a number of
enforcement actions against firms that fail to
have risk management controls and supervisory
procedures in place that are reasonably designed
to detect and prevent the entry of erroneous
orders. For example, in one case, a firm transmit-
ted erroneous orders to NASDAQ on two occa-
sions following software upgrades to the firm’s
trading system and sizing software that caused
the release of untested software.® FINRA found
the firm’s actions to have violated the supervision
rule (NASD Rule 3010), conduct rule (FINRA
Rule 2010) and the SEC’s “market access rule”
(Exchange Act Rule 15¢3-5).°

Many recent cases have
involved technical glitches
associated with updating
software.

Faulty upgrades of operating systems also
have led to enforcement actions when errors
caused prospectuses not to be delivered. These
cases tend to involve extended periods of non-
compliance, and consequently the discovery of
the failure to deliver prospectuses is not apparent
and is not identified for several years. For example,
the NYSE found that one member firm failed to
deliver prospectuses involving tens of thousands
of individual transactions to customers over a
two-year period due to an operating system mod-
ification in 2002.!° The NYSE found that the vio-
lations resulted from supervisory and operational
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failures at the firm prompted by the “absence
of reasonable syndicate, trading and operations
departments’ procedures that would trigger the
mailing of such materials as required.”!!

Finally, software upgrades have impacted
broker-dealers’ ability to retain emails, resulting
in violations of books and records requirements.
Such violations inhibit regulators’ ability to con-
duct investigations and the firms’ ability to iden-
tify misconduct. For example, when a firm failed
to preserve its emails following an upgrade to
its email archiving system from a backup tape-
based system to a journaling-based system, which
resulted in the loss of emails relating to at least
five FINRA investigations, FINRA found that
the firm failed to perform sufficient quality assur-
ance tests prior to migrating information to its
upgraded email archive system.!?

Introduction of New Systems

The introduction of new systems software
or hardware also has led to enforcement actions
when those systems did not work as intended
and caused compliance violations. For exam-
ple, FINRA brought an enforcement action
against MBSC, BNY Capital Markets, and BNY
Securities when the firms implemented a new
third-party system for email archiving and review
that ultimately failed to ensure that emails were
retained and timely reviewed.!® The firms relied on
their personnel to properly code new and existing
email accounts in the new system, but when email
accounts were incorrectly coded, the affected
users’ emails were not retained. FINRA found
that the firm violated the SEC’s and FINRAs
books and records requirements (Exchange Act
Section 17(a) and Rule 17a-4 thereunder and
NASD Rule 3110) and FINRA’s supervision and
conduct rules (Rules 3010 and 2110, respectively).

Mergers and Systems/Account Acquisitions

Another common underlying cause of broker-
dealer operational failures involves the consolidation

of different systems following a merger of two com-
panies or the acquisition of systems or accounts.
Naturally, the problem of systems integration is a
particularly thorny one, since many times the eco-
nomic hypothesis of a transaction is based upon
achieving economies of scale, and using a single
backbone from one of the legacy entities to run all
or part of the combined business. In addition, the
combined firm may want to ensure that there is uni-
fied branding and a consistent customer experience
as quickly as possible. Thus, there can be strong,
legitimate business pressures to combine processes
and transition to the ultimate systems and to com-
bine other operating processes as quickly as possible,
which may put pressure on conducting comprehen-
sive testing, quality assurance and the like.

In one instance, FINRA brought an enforce-
ment action when a firm acquired approximately
557,000 customer accounts, but failed to iden-
tify 80,000 customers whose log-in informa-
tion was not compatible, resulting in customers
being unable to access their accounts following
the account acquisition.'* FINRA found that
the firm violated NASD Rules 3010 and 2110 by
failing to establish a system reasonably designed
to supervise, and written procedures reasonably
designed to ensure, customers’ ability to enter
orders online.

In another reported case, failure to remedy
incompatible software systems between two com-
panies resulted in many trades being reported by
multiple technology systems and the firm’s aggre-
gate trade volume for one equity security being
advertised as exceeding approximately 118 percent
of the firm’s actual executed trade volume for the
security.” FINRA found that the firm violated
NASD Rule 3310, which sets forth the standards
for publication of transactions and quotations,'®
and FINRA’s conduct rule, Rule 2010.

Human Error

Many operational failures arise at the interface
of humans and machines. Human error can result
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when an employee has not received the necessary
training to perform a task or is not adequately
supervised. Compliance failures resulting from
human errors are likely to end in an enforcement
action where the SEC, FINRA or an exchange
finds that the firm failed to adopt controls and
procedures that would have prevented foreseeable
human errors from occurring.

For example, in June 2015, the SEC entered
into a settlement with Goldman Sachs relating to
a configuration error caused by an employee who
did not fully understand the technical operation of
a new options order router system and caused the
inadvertent conversion of the firm’s “contingent
orders” for various options series into live orders
and assigned them all a price of $1.!7 These orders
were then sent to the options exchanges during
premarket trading, and approximately 1.5 million
options contracts were executed within minutes
after the opening of regular market trading. The
SEC found that the employee’s work had not been
reviewed, as was required by the firm’s written pol-
icies regarding software change management.

In another representative case, FINRA
brought enforcement action against a firm that
failed to reasonably supervise its ETF prospec-
tus delivery when it relied on its employees to
manually review the websites of the different
stock markets for newly listed ETFs and enter
the code into the firm’s automated system to trig-
ger the prospectus delivery system whenever an
ETF was sold." FINRA alleged that the firm
violated NASD Rule 3010(a) by failing to design
and implement an adequate compliance program
to comply with the securities laws that relate to
prospectus delivery, and that the manual process
resulted in foreseeable procedural and human
errors that should have been detected and pre-
vented by the firm’s supervisory system.

Third-Party Vendors

Compelling business logic often drives
broker-dealers to outsource a range of services to

specialized service providers, rather than develop
systems and processes in-house and maintain
internal staff. Firms commonly outsource pro-
spectus and confirmation delivery, trade reporting
and even certain compliance-related functions.
Nonetheless, it is a consistent regulatory position
that a firm contracting with a third-party ven-
dor to perform a component process of a regu-
lated function will not absolve the broker-dealer
from liability if the service provider fails to per-
form and firms must ensure adequate testing and
supervision when relying on a third-party vendor
for various compliance functions."

Firms have been charged with failure to super-
vise vendors when outsourcing such responsibili-
ties as determining customer breakpoints®* and
retaining emails.?! In one illustrative case, FINRA
found PlanMember Securities Corporation liable
for failing to supervise a third-party vendor’s break-
point determinations where, due to a software pro-
gramming error, the vendor failed to take certain
B shares into consideration when determining the
firm’s customers breakpoints and customers were
overcharged for their mutual fund purchases.??

In a second case, FINRA found that Van
Clemens & Co. Inc. failed to adequately monitor
its third-party vendor’s retention of its emails.?®
Due to a technical glitch, the third-party vendor
failed to maintain and preserve the firm’s outgo-
ing emails for approximately 18 months.

In yet another case, FINRA took action
against Chase Investment Securities for failing to
deliver over a million prospectuses to its customers
for certain mutual fund and ETF transactions.?*
Chase outsourced its mutual funds and ETF pro-
spectus delivery obligation by contracting with a
third-party vendor. Due to a configuration error in
the automated systems used by Chase for prospec-
tus delivery, Chase directed its vendor to deliver
the prospectuses to the funds’ investment adviser, a
Chase affiliate, instead of to its customers. FINRA
noted that Chase failed to establish a supervisory
system reasonably designed to achieve compliance
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with prospectus delivery requirements and did not
have a formal procedure in place for reviewing or
assigning personnel to review the service provider’s
prospectus delivery reports.

Impact of the Operational Failures

Broker-dealer operational failure cases® tend
to fall into one (or more) of three categories in
terms of impact.

Operational Failures with Market Impact

Erroneous trades often have led to large scale
market impacts. For example, with the expanded
use of algorithmic trading strategies by high-
frequency traders and broker-dealers, the number
of enforcement actions relating to erroneous trades
has grown over the last several years. The SEC and
FINRA have particular motivation to pursue erro-
neous trades cases because of the potential impact
such violations have on the marketplace.

In one case, in 2014, Citadel settled charges with
FINRA for allegedly failing to prevent the trans-
mission of erroneous orders that affected the price
of the related securities, including in one instance
where the price of the securities increased by 132
percent. Though Citadel had controls in place to
prevent erroneous orders, the erroneous orders
did not exceed the size and volume parameters;
therefore, the security or order type was excluded
from the pretrade control review. FINRA found
that Citadel violated NASD Rule 3010, FINRA
Rule 2010, and Rule 15¢3-5 of the Exchange Act,
and Citadel agreed to an $800,000 fine, a censure
and review of the firm’s written supervisory pro-
cedures and risk-management controls.?

In some cases, the rules of the exchanges in
which the erroneous trades occurred may act to
mitigate damage to market participants by invok-
ing rules that provide for the cancellation and price
adjustments of erroneous trades in certain circum-
stances. However, if the trades cannot be cancelled
or the price adjusted, a firm may have to absorb

enormous trading losses and compensation pay-
ments, as well as steep fines from its regulators in
connection to the related enforcement actions. For
example, in one case, an operational failure caused
by human error at Goldman Sachs resulted in the
firm incorrectly pricing 16,000 option contract
orders, resulting in a loss of $38 million in profits
and a $7 million fine from the SEC.?’

Likewise, a faulty system upgrade at Knight
Capital caused the firm to route millions of erro-
neous orders into the market,?® resulting in a loss
of approximately $460 million for Knight. The
SEC also took enforcement action against Knight
and the firm was eventually fined $12 million.”

Operational Failures with Direct Impact
on the Firm’s Customers

Many types of operational failures can directly
harm a firm’s own customers. For example, broker-
dealers are legally required to seek the best execution
reasonably available for their customers’ orders.*
To ensure that a customer receives best execution,
broker-dealers are required to evaluate the orders
they receive from all customers and assess which
competing markets, market-makers or ECNs offer
the most favorable terms of execution.’’ When
broker-dealers fail to provide best execution to
their customers, whether through malicious intent
or by accident, such as in the case of an operational
failure, customers are directly impacted.

In one representative case, FINRA initiated
a proceeding against Citigroup Global Markets,
Inc. when the firm failed to use reasonable dili-
gence to ascertain the best interdealer market
due to flawed pricing logic in the firm’s propri-
etary order execution system, resulting in 7,204
instances where trades were executed at prices
inferior to NBBO.?? During the review periods,
the supervisory system did not include WSPs for
a best execution review of nonconvertible pre-
ferred transactions. For its best execution viola-
tions, Citigroup was sanctioned $1.4 million, and
$450,000 for supervision violations.**
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Similarly, other operational failures have
resulted in customers not receiving disclosures,
such as prospectuses, account statements and trade
confirmations.**

Operational Failures Resulting in No Direct
Market or Customer Impact

Not all operational failures resulting in regula-
tory violations entail tangible harm to the market
or (in any direct way) to customers. For example,
certain failures to retain email cases impair the
regulatory process and hamper investigations.
Nonetheless, FINRA has made clear that accurate
recordkeeping, in particular, is essential to regula-
tion* and has brought many enforcement actions
relating to failure to retain email. One representa-
tive case against Citigroup Global Markets, Inc.
involved the transferring of its email archiving sys-
tem from a backup tape-based system to a journal-
ing system that resulted in the firm losing emails on
three of its email servers that related to five FINRA
investigations. While this operational error did not
result in investors being harmed, FINRA found that
this conduct violated FINRA rules and resulted in
Citigroup agreeing to $750,000 in sanctions.*

In addition to failures to retain email, opera-
tional failures may create document retention
lapses. For example, FINRA found that when
Frost Brokerage Services implemented a new
email retention system created by a third-party
vendor to retain registered representatives’ emails,
there was a difference in the time the firm’s regis-
tered representative sent or received the email and
the time stamp on the email as saved in the archive
of the new system for an unknown number of
emails.”’ While attempting to gather emails in
response to a FINRA investigation, the firm also
discovered that, due to a problem with the new
email retention system, certain emails were being
held in a database of the new system and were not
moving to the archive portion of the system.

In another case, Barclays Capital, due to
various inadequacies with its order management

system, was unable to provide accurate order tick-
ets involving options transactions that occurred
on NYSE Arca’s Trading Floor, and conse-
quently, the review could not be completed.®®
FINRA found that, during an approximately
four-year period, Barclays Capital failed to make
and keep current and preserve in an easily accessi-
ble place approximately 250,000 brokerage order
and dealer tickets, consisting of approximately 10
percent of all options orders executed by Barclays
Capital during that period.

Operational failures also can directly impact
a compliance department’s ability to perform its
role within the broker-dealer. FINRA’s enforce-
ment action against Commonwealth Financial
Network involved a software upgrade that
affected Commonwealth’s surveillance software
that was responsible for conducting daily reviews
of associated persons’ emails and forward-
ing emails to compliance for review. Following
the software upgrade, the surveillance software
stopped functioning properly, resulting in a fail-
ure to monitor approximately 90 percent of the
emails sent by the firm’s registered representatives
through their DBA email accounts and approxi-
mately 474,380 emails sent/received by some of
its registered representatives.*

In a similar vein, both FINRA and the SEC
have brought enforcement actions where firms
failed to provide FINRA, the SEC and other reg-
ulators with complete and accurate information
about trades performed by the firms and their
customers, commonly known as “blue sheet”
data, due to operational failures. In 2014, FINRA
brought a series of enforcement actions against
Barclays Capital, Goldman Sachs and Merrill
Lynch for submitting inaccurate blue sheet data,
which resulted in $1 million fines against each
firm.* In each case, the violations arose from
problems with the firms’ electronic systems used
to compile and produce the blue sheet data.*!

Likewise, in an enforcement case against
Scottrade, the SEC found that Scottrade had
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violated Section 17(a) of the Exchange Act and
Rules 17a-4(j), 17a-25 and 17a-4(f)(3)(v)** after a
code change to a program used in the back office
data processing system responsible for the han-
dling of blue sheet requests caused Scottrade to
fail to report in its blue sheet responses to the SEC
trades transferred from its customers’ accounts to
its error accounts.®

InaveryrecentcaseinvolvingOZ Management,
the SEC alleged that the firm implemented a func-
tionality that enabled its system to route trade
files to prime brokers, but in a number of circum-
stances provided fund prime brokers with trade
files that inaccurately listed the trade type (long
or short) of sales. While trade settlement was
unaffected, the erroneous data had a significant
impact, causing the four prime brokers to inac-
curately list approximately 552 million shares in
their books and records, which was also incorpo-
rated into data that the brokers provided electron-
ically to the regulators, resulting in approximately
14.4 million shares being inaccurately reported in
response to the SEC’s blue sheet request.*

The agency’s enforcement
priorities at the time may
weigh heavily on how a
firm fares.

Most recently, in September 2015, the SEC
brought an enforcement action against Credit
Suisse for failure to provide the required accurate
and complete blue sheet submissions, resulting in
at least 593 deficient blue sheet submissions and
the omission of more than 553,400 reportable
trades representing 1.3 billion shares. The SEC
alleged that the violation was caused by technical
and human errors.*

A final example of where operational failures
can undermine regulatory processes is where a
firm’s (or service provider’s) faulty systems result
in failure to make regulatory filings. Although
one might take the view that such lapses indirectly

affect investors in some instances by compromis-
ing public disclosures that theoretically inform
investor choices (such as those made available
through FINRA’s BrokerCheck system), these
failures mainly serve to undermine regulatory pro-
cesses. For example, in 2012, Merrill Lynch was
sanctioned $500,000 when an operational failure
caused the firm to fail to file hundreds of reports
to FINRA, which included reports of customer
complaints, criminal allegations against the firm’s
brokers and arbitrations that the brokers were
involved in with FINRA.* Due to this failure to
disclose, regulators and investors alike were not
able to see that there had been complaints against
the firm’s brokers through BrokerCheck.*’

Themes and Trends in Sanctions

Determining why regulators choose to pursue
certain actions, and how various factors are weighed
in relation to the aggravation and mitigation of
penalties, is an art rather than a science, since this
and other aspects of the enforcement process are
often matters of regulator discretion. Moreover, a
regulator’s perception of such things as the overall
culture of compliance at the firm, the firm’s regu-
latory history, the extent of the firm’s cooperation,
and the firm’s willingness to settle a particular mat-
ter quickly or slowly in light of pending corporate
transactions may influence the regulator’s deci-
sions during settlement. Additionally, the agency’s
enforcement priorities at the time may weigh heavily
on how a firm fares. The likely impact of a sanction
on the firm’s continued viability, the quality of avail-
able proof and the skill of the firm’s counsel may
also factor into the mix.

Nonetheless, we believe that the cases that we
reviewed, in the aggregate, provide insight into
how the SEC and FINRA are approaching cases
involving operational failures at broker-dealers.

FINRA’s Approach Versus the SEC’s

The vast majority of cases brought for viola-
tions caused by operational failures were brought
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by FINRA, rather than the SEC.*® The types of
violations, with several notable exceptions, tend
to be smaller violations that were likely discov-
ered during the course of a FINRA examination.

Prior to 2015, the SEC typically pursued
enforcement against firms for violations involv-
ing operational failures that resulted in large
market impact or were headline grabbing.*
However, the impact of technology on markets
has been a theme of the SEC’s and Chair White’s
public pronouncements,* rulemaking®! and other
Initiatives, so it is not surprising that this focus
should have found its way to the Division of
Enforcement.

Types of Charges Used in Operational
Failure Cases

There are three significant themes in the types
of violations charged by FINRA in cases involv-
ing operational failures. First, the majority of
operational failure cases brought by FINRA were
for violations of specific substantive requirements
(e.g, failure to create or maintain required books
and records, failure to deliver required disclosure
documents or confirmations, or failure to com-
ply with specific reporting obligations). Second,
Rule 2010, FINRA’s conduct rule, requires mem-
ber firms to “observe high standards of com-
mercial honor and just and equitable principles
of trade”? and it has been included in almost
every case involving operational failures that we
reviewed.>* Finally, Rule 3110, which requires
firms to have in place supervisory systems that are
reasonably designed to achieve compliance with
the securities laws,** has been invoked in cases
involving operational failures.

As noted above, FINRA often includes a Rule
2010 violation in its enforcement actions, which
is not surprising since Rule 2010 is expansive and
nebulous in scope, and FINRA has broad discre-
tion in determining its applicability. Interestingly,
in the cases surveyed, FINRA did not bring
an enforcement action solely on the basis of a

violation of Rule 2010. Further, FINRA’s use of
the just and equitable principles of trade provision
is not explained, but rather simply tied to other
violations, such as failure to supervise charges.
In other cases, FINRA applies the just and equi-
table violations to more substantive charges, such
as a books and records violation.*

The vast majority of FINRA enforcement
actions that were brought in response to opera-
tional failures at broker-dealers also included an
allegation of a lapse in the firm’s supervisory sys-
tem, violating FINRA Rule 3110. For example,
in July 2015, in connection with data reporting
errors caused by a failure to properly update its
systems, FINRA found that Barclays Capital’s
supervisory system was not reasonably designed
to achieve compliance with certain securities laws
and regulations relating to accurately report-
ing the executing parties.’’ Likewise, FINRA
found Royal Bank of Scotland to have failed to
enforce its supervisory system and written proce-
dures concerning review of electronic communi-
cations due to the limitations of the third-party
surveillance application used to review emails.>
By using a failure to supervise charge in connec-
tion with such violations, FINRA is reinforcing
its position that the firms have a duty to properly
supervise their systems and employees to ensure
compliance with the securities laws.

The vast majority of FINRA
enforcement actions also
included an allegation

of a lapse in the firm’s
supervisory system.

Unlike the FINRA cases, there was no notice-
able trend in the types of violations that the SEC
alleged in the 2015 SEC Actions. For example,
while the SEC charged Merrill Lynch for viola-
tions of Regulation SHO, the SEC settled with
Goldman Sachs and Latour Trading for violat-
ing the market access rule.®® OZ Management
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was charged with causing the blue sheet viola-
tions of four prime brokers, while Credit Suisse
was charged with submitting inaccurate blue
sheets to the SEC.® The SEC’s focus on substan-
tive Exchange Act violations, rather than “just
and equitable principles of trade” and other SRO
rule violations, may stem from a number of fac-
tors, including the fact that: (1) the Exchange
Act does not contain a “just and equitable trade”
requirement similar to FINRA Rule 2010;*' and
(2) the SEC is limited in its ability to enforce
FINRA or other SRO rules, except under specific
circumstances.®?

Amount of Sanctions

Another identifiable trend in FINRA enforce-
ment actions 1s the amount of the sanction, which
is usually below $1 million.®* FINRA fines have
historically been smaller than those levied by the
SEC. However, some FINRA cases have resulted
in larger fines, at times surpassing the $1 million
mark. FINRA cases involving operational fail-
ures that drew larger monetary penalties often
involved: (1) the loss of records that impaired the
ability of FINRA to exercise its oversight over its
members;* (2) failures to make disclosures which
potentially limited information that was avail-
able to the firm’s investors;* and (3) the lack of
or inadequate policies and procedures that could
have prevented the underlying operational fail-
ure from occurring.®® The FINRA enforcement
actions caused by operational failures that drew
the lowest fines involved third-party vendors.®’
A notable exception to this trend is FINRA’s
enforcement action against Chase in 2013 where
a configuration error in a computer system main-
tained by a third-party vendor caused over 1 mil-
lion ETF prospectuses not to be delivered to the
firm’s customers, resulting in an $825,000 penalty
against the firm.%®

Though not absolute, FINRA’s Sanctions
Guidelines provide insight into what FINRA
may look to when determining the size of a
sanction. Throughout the guidelines, FINRA

provides leeway to the regulator, in cases involv-
ing egregious behavior. For example, according
to FINRA’s Sanction Guidelines, higher fines
require that the violative conduct be “egre-
gious.”® Illustrative of this point, the Sanctions
Guidelines provide that the sanctions for a best
execution violation only exceed $292,000 if
the violation resulted from egregious conduct.
Recordkeeping violations involving egregious
conduct may result in a fine between $10,000 and
$146,000.7 Therefore, it appears that operational
failures causing large scale market disruption,
impeding FINRA’ investigations, or causing
investor harm will likely result in a larger fine,
especially if FINRA can categorize the conduct
committed by the firm as egregious.

The 2015 SEC Actions, by contrast, each
resulted in a seven-figure penalty (at a minimum).
During the summer of 2015, the penalties for
enforcement cases brought by the SEC reached a
high of $15 million for violative behavior caused
by operational failures.”! The fact patterns them-
selves were not atypical of enforcement actions
brought by FINRA, but the multi-million dollar
penalties in each case is a new development. For
example, the SEC’s case against Credit Suisse for
blue sheet violations resulted in a $4.25 million
sanction.”” The Credit Suisse case was similar to
the 2014 FINRA blue sheet cases that resulted in
a $1 million fine for each firm charged.

The multi-million dollar
penalties in each case is
a new development.

Firms are at a disadvantage when negotiating
sanctions with the SEC because, unlike FINRA,
the SEC does not issue a uniform set of guidelines
for how sanctions are calculated.” Therefore,
when examining the size of sanctions, one must
look to the facts and circumstances of the case
and what the SEC might have considered, such
as the length of the violative activities, the size of
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the firm and whether the firm self-reported and
cooperated during the course of the investigation.

Correlation Between Length of Violative
Activities and Settlement Terms

Oddly, a review of FINRA cases did not result
in the identification of a correlation between the
length of the violation and the type of sanction
or size of the fine as one might expect to see. For
example, from May 2008 to October 2010, Chase
failed to deliver approximately 1,101,271 pro-
spectuses to its customers for certain mutual fund
and exchange traded fund transactions, resulting
in a fine of $825,000.”* When Citigroup failed to
deliver prospectuses for approximately 255,000
customer purchases of approximately 160 ETFs
from 2009 through April 2011—a length of time
similar to Chase’s violations—Citigroup was fined
$3 million.” While the duration of the violative
behavior is consistent in both cases, Citigroup
may have received the higher sanction due to the
recidivist nature of its activities.”®

With respect to the 2015 SEC Actions, there
are again no clear trends suggesting a correla-
tion between the length of the violative activities
and the settlement terms. For example, the SEC
alleged that Oz Management misidentified trades
in data provided to four of its prime brokers for
nearly a six-year period, fining the firm $4.25 mil-
lion to settle the charges,”” while the SEC settled
similar charges for the same amount with Credit
Suisse for violations over a two-year period.”
There is no clear indication as to why the SEC
sanctioned two firms the same amount for similar
violations over largely different durations of time.

Regardless of the duration of a violation, if
a firm discovers an error causing a violation and
does not take prompt action, the firm’s inaction is
likely to be weighed against it during the course
of settlement negotiations. Illustrative of this
point is a recent CFTC action against Deutsche
Bank in which the firm was sanctioned $2.5 mil-
lion for failing to address reporting issues related

to swap transactions until the CFTC’s Division
of Enforcement contacted the firm, even though
the firm was aware of the issues.”

Consideration of Firm Size

When assessing the appropriate amount of
a disciplinary sanction, FINRA has stated that
such sanctions should be designed to protect the
investing public by deterring misconduct and
upholding high standards of business conduct.®
When applying this principle and tailoring its
sanctions, FINRA has advised adjudicators to
consider a firm’s size with a view towards ensur-
ing that the sanctions are remedial in nature and
designed to deter misconduct instead of being
punitive, specifically considering: (1) financial
resources; (2) nature of the firm’s business; (3)
number of individuals associated with the firm;
and (4) level of trading activity at the firm.®!
However, though adjudicators are given leeway
to consider the firm’s size, FINRA also notes that
if a violation is egregious in nature, the firm size
should not be considered.®

If a violation is egregious
in nature, the firm size
should not be considered.

A review of FINRA cases reflects many fines
that are relatively modest given to small firms
that violated FINRA rules or the Exchange Act
due to an operational failure.®’ This is not to say
that all FINRA sanctions against larger firms are
massive. FINRA also punished larger firms with
small sanctions as well. For example, FINRA
fined Merrill Lynch $10,000 for Regulation NMS
violations caused by a coding error.’* FINRA
fined JP. Morgan $50,000 for violations of
NASD Rule 3310 and FINRA Rule 2010 due to
violations caused by a systems merger following
an acquisition.®

The SEC does not have a written rule
on whether it considers the firm’s size when
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determining sanctions, though one can imag-
ine that this is a factor raised by the defense
bar during the settlement process. In terms of
recent SEC sanctions for securities laws viola-
tions caused by operational failures, each fine
has been in the seven-figures range and each firm
charged with a violation has been a major finan-
cial institution. Therefore, it appears that the
impact of firm size on sanctions generally turns
on who may be bringing the case. Larger firms
could be subject to a FINRA or SEC action,
whereas FINRA appears to be more focused on
smaller firms.

Self-Reporting, Remedial Efforts and
Cooperation

FINRA Rule 4530 requires a firm to, among
other things, promptly report to FINRA any secu-
rities laws violations.’® A number of the FINRA
cases® included a cooperation credit for the firm’s
self-reporting of the violation as well as other
cooperation efforts, such as providing FINRA
with additional assistance and information above
and beyond what is required by Rule 4530.%8
For example, when Citigroup upgraded its email
archiving system, which resulted in a failure to
retain millions of emails over a one-year and two-
month period, FINRA credited Citigroup for self-
reporting the issue and providing FINRA with
the results of the firm’s own internal investiga-
tion.® Another example involved Commonwealth
Financial Network, which self-reported an email
surveillance issue caused by a software violation
and provided FINRA with information from its
internal review, resulting in a cooperation credit
towards its settlement.”

The SEC also publicly recognizes firms’ reme-
dial efforts and the cooperation afforded in settle-
ment orders, including in five of the six 2015 SEC
Actions.”! The SEC previously has issued state-
ments regarding cooperation, including the four
measures considered when assessing cooperation
by an entity: (1) self-policing prior to the discov-
ery of the misconduct; (2) self-reporting of the

misconduct when discovered; (3) remediation
efforts; and (4) cooperation with law enforcement
authorities, including providing the SEC with all
relevant information related to the underlying
violations and the company’s remedial efforts.*?
While it is impossible to tell the extent that the
remedial efforts and cooperation may have been
factored into any given settlement, it is notewor-
thy that many settlement orders include such
a statement and indicates that the SEC actively
considers such cooperation.

As a separate but related point, experience
shows that firms can help or hurt their prospects
for avoiding an enforcement action, or mitigat-
ing penalties, by the way in which they han-
dle operational concerns raised by regulatory
examinations. By demonstrating to regulators
that the firm is being proactive in address-
ing examination findings, firms can often turn
around a hostile process. Helpful actions by the
firm may include, where appropriate, acknowl-
edging problems early, engaging outside counsel
and consultants, providing complete informa-
tion requested quickly, developing and adher-
ing to detailed and credible remediation plans
and involving appropriately senior levels of
management.

Lessons Learned

The enforcement trends discussed in this
article may be a useful guide to firms seeking
to avoid operational errors that may violate
the securities laws. As discussed in more detail
below, firms should (1) “shore up” their com-
pliance programs in times of change, (2) create
thoughtful written supervisory procedures and
controls and follow those closely, (3) conduct
proper diligence and comprehensive testing in
connection with software upgrades, (4) gener-
ally buttress their compliance programs to avoid
human errors, (5) ensure third-party vendors are
meeting regulatory obligations on behalf of the
firms, and (6) facilitate ongoing surveillance to
ensure compliance.

11
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Mergers, Acquisitions and New Systems

A firm entering into a merger or acquisition
should consider the technical impact on its sys-
tems as a result of the deal. In particular:

*  Operational due diligence. As part of due
diligence, the acquiring firm’s IT department
should be included in the operational due
diligence process to ensure a proper under-
standing of the target’s processes and whether
those processes are appropriate for the acquir-
ing firm’s customer base and operational
infrastructure. There may be a role for expert
consultants in performing this type of due
diligence in some cases.

»  Testing. A firm should conduct robust testing
to determine whether the newly merged sys-
tems are functioning properly and to identify
potential issues before launching a potentially
deficient system that could impact customers
or the market place.

*  Updated policies and procedures. A firm
should consider if there is a need to update
procedures relating to computer systems,
operations systems, the detection and block-
ing of erroneous orders, and unusual transac-
tions and reports.

Systems Upgrades

Software and hardware upgrades also will
require robust testing and updated policies
and procedures to ensure that appropriate
controls are in place. Specifically, firms should
consider:

e Testing of internal controls. A firm should
test its internal control structure (e.g, con-
trols that should have the ability to detect
and Dblock potential issues caused by
faulty technology) to ensure that no new
or revised controls are necessary due to the
upgrade.

* Discipline in flipping the switch on new
processes/changes. A firm should be disciplined

when taking a software upgrade live, ensuring
that appropriate testing, reviews of policies
and procedures, and examination of controls
have been conducted beforehand.

Avoiding Human Errors

As noted above, many of the human errors
identified by regulators as causing operational
failures were due to a lack of training. In order to
reduce the risk of operational failures caused by
human error, a firm should ensure that employ-
ees are adequately trained on the relevant policies
and procedures relating to the systems that they
use and compliance departments should be cog-
nizant of the need to update training as systems
and processes change. Moreover, a thoughtful
initial analysis of the human process and related
controls with appropriate auditing may be in
order in any case and appropriate testing of writ-
ten supervisory procedures is essential. All super-
visory procedures should be followed closely and
periodically audited and tested.

Supervision of Vendors and Service Providers

To avoid liability for violations caused by
vendors or service providers, a firm should
ensure that third parties providing a compliance
function or services that enable the firm to fulfill
its regulatory obligations are supervised prop-
erly and are conforming to regulatory require-
ments. FINRA expects that members will have
in place an appropriate supervisory system and
written procedures regarding outsourcing to
ensure compliance with applicable securities
laws and FINRA rules. A firm may be proactive
by requesting information regarding the ven-
dor’s ability to comply with the securities laws
and the vendor’s track record of compliance as
part of its diligence during the hiring process
and may request audit reports and third-party
assessments of the potential vendor’s compli-
ance on an ongoing basis. In some cases, using
consultants or independent third-party experts
to vet service providers may be helpful.
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Ongoing Surveillance of Processes

Compliance and supervisory procedures and
controls should be periodically reviewed and
revised to ensure that they reflect the current
reality when new products, distribution methods
or technologies are introduced. As part of their
compliance programs, firms also must consider
the appropriate frequency of audits and testing
of existing processes to ensure that they are still
running smoothly. Effective periodic testing may
detect an operational failure in its early stages,
allowing a firm to correct the issue and, if neces-
sary, self-report prior to the situation escalating
into a major operational failure that becomes the
subject of a regulatory investigation.

Identification of a Compliance Issue

The firm must take immediate measures to
stop the problem and prevent ongoing violations
as soon as possible. And if employees at any level
notice a problem, they need to continue raising
the issue until it is addressed. Not only do these
steps potentially prevent potential civil dam-
ages from compounding, but also failure to take
prompt action will surely work against the firm in
considering sanctions and raise the further risk of
failure to supervise charges. In addition, the way
in which a firm addresses items of an operational
nature raised in an examination may help or hin-
der the firm’s chances of limiting enforcement
sanctions or avoiding enforcement altogether. A
firm navigating a violation caused by an opera-
tional failure should coordinate with counsel to
gather the information necessary to better under-
stand the scope of the problem, the associated
required reporting, potential cooperation with
the regulators and anticipation of potential civil
claims if customers or the market are affected.
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30, 2015); Citigroup Global Markets, Inc., Exchange Act Release No.
75729 (Aug. 19, 2015); Latour Trading LLC, Exchange Act Release
No. 76029 (Sept. 30, 2015); and Credit Suisse Securities (USA) LLC,
Exchange Act Release No. 75992 (Sept. 28, 2015). In its 2015 year-end
press release announcing enforcement results, the SEC highlighted
its cases against Merrill Lynch, Goldman Sachs and Latour Trading.
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as a result of market access. The rule further requires that regulatory
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